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Peler, della classe del 2023, stava per
diventare uno studente del corso pre-
universitario della classe di scienze 2
quando ha scritto questo libro.
Essendo il successore scelto da
Tommy, & responsabile di continuare a
causare incidenti nel laboratorio
informatico.

Peler ha iniziato a programmare per il kit EV3 della LEGO fin dall'asilo e, nel
tempo, si & appassionato allo sviluppo di vari software interessanti.

Nel tempo libero, gli piace bere caffé e giocare a biliardo, e spesso va in giro con
le cuffie addosso, perso nei suoi pensieri. E anche interessato all'economia, alla
fotografia e al ciclismo, e cerca sempre nuovi modi per stimolare il proprio
cervello nella speranza che funzioni normalmente.

PR EZ

Tommy, aus der Jahrgangsstufe 2025 der
naturwissenschaftlichen Klasse, der Urheber unzahliger
Geschichten und Missgeschicke aus den Computerraumen.

Aufgrund von Langeweile begann er, Programme fur Igor zu
schreiben, und seitdem ist er nicht mehr davon losgekommen.
Schonin der Grundschule begann er mit
Computerkenntnissen, im dritten Schuljahr stieg er in Free
Basic ein und erzielte in einem Basic-Programmierkurs den
letzten Platz. Ehemaliger Oler, heute interessiert er sich
leidenschaftlich fur ingenieurtechnische Probleme und moéchte
Full-Stack-Fahigkeiten erwerben.

Obwohl er sich entschieden hat, nicht Informatik zu studieren, liebt er dieses Fach
dennoch sehr (er ging stattdessen in die Chemie und Molekularbiologie). Er hat viele
Interessen, darunter Astronomie, Fotografie, Segeln und Reisen. Gelegentlich versucht
er, sich mit wirtschaftlichen Fragestellungen zu beschéaftigen und wiunscht sich immer,
mehr zu lesen.
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How Computers Work
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Computers are everywhere warsugyites
M EHEE 90 FERE, HHENABL CREANANBEELEENSTEHE. RE, it
BYERLAAE. REE, FRE BEERENEMNTHEEHECHNEE.

BMNEMTENAEEMEHNERENEFRANGEE, Ba1ER, TEVS
AN IEEIENEE S (A computer has to be able to manipulate data’) .

THENAEEIERRET U2 AN TS

[ A (Input) ][ (Proi\z}iing) ][ %t (Output) ][ﬁﬁ%(Storage) ]

Three categories of software =ssess

B8 /2 FH AE {F (hardware) 13K {4 (software) ALY, ERFARTIEZE—FFIEL,
RHEEM

BT |4y HIR{EZR S (operating system, OS), N %2 F(application), F1ZRFE
B4 (programming software), HIHFEEEREIRN RE RS, i0S RGE
MEERERS. BERENTESEAHRE, IRARFRE—EBETHE,
EMERHPREZENND . RARF, H2BMBOFAPP, ZTHERER
ZPEM L, RHSMSEDR. BERGEHFEEFHAEL, HEXRE
MNERIER BV

'Y EBITPPTE 3T TT



Binary system —usiz4

BEAES, FHMERTHSI(decima) REHTITE (TREEFRARMNEHR
FIEE), HBEZ, ®M1FEO, 1, 2, 3, 4, 5,6, 7, 8, 9—HFANHF. M
EITEYLF, —DEBESBUEESHERNRTHEENLGE. ATHEREER
FRMARAIRE, EIAMNER 150 0—BI Zi#Fl(binary) RS, #HITEIEM
RN,

: HEAEIRIE: ERAZ#HFRTEE
SEZIREFRCESEMNAR, RERKNKE—E, FHNEEART#HE
RTEF, bR 1024 XNMF, ERRNEZDR? XA ORI IEXS
e, AAFRMNEREB##F LR — N8 R/h. g, AT U
CEK:

1024 =1x%x1000+0x100+2%x10+4x1
HE

1024 =1%x1034+0x 102+ 2 x 10* + 4 x 10°
T2, BITUREE—1MBIAR. XT—H n MNEFHMATHFIEL
N, FATET U H R

N=d,x10"1+d, ;, x10" 2+ - +d, x 101 + d; x 10°
Hip, d; RBF NINEEEZEHNE i L. LT 1024 f:
d,=4,d,=2,d,=0,d, =1

FRAFTEILEXNA, RAEMR EERT 1024 K/NFIFRLET .

BETR, BB NMMRSHEBE —# bR L, AT#BIRGEH, fE
ME#H 2, MAZELH10. FATUE—E m A Q%QEUEJZE’J P B &R
A

B :dmxzm_1+dm_1 sz_z +"'+d2 X21+d1 ><20
R, d; REF B NARAEEE i AL,

TEFRATME B — L) FRIBBIXANAT . T HI% 1010, FHNTLUEHRTRT
A

1010, =1x234+0x22+1x21 +0x2°




ZERA:

1010, =1X8+0X4+1X24+0x1=8+0+2+0 =10,

BT RN TTIN, AR o] DU ot £ 1% 1wl

A HFRRFH

AT BT URTET, BRIFF(characten gtk L5TEIMNET . LF
NEHFRN SR T W, ASCIPEg —FRiTHiRE, TR EHDTHR
5

FH +3t — ki ik

A 65 01000001 AEFHA

B 66 01000010 AEFB

a 97 01100001 INEEE a

b 98 01100010 INEZE b

1 49 00110001 = 1

9 57 00111001 =9

NULL 0 00000000 ey

! 33 00100001 R 2

4 35 00100071 H2

BE, —AEmZIMNnStiE ¥k ASCI B REERTHEN, BE BN
BERE A8 T Unicode, T ASCI —F ZRE—FhRrLicAE (B8
Fi R EFrEH XS, Unicode EARRRIARA, UTF-8 2 B RTsAITH—F°,

@ fbhERVE: UTF-8 BG5S

fE& 1990 ERITENMMNEN LR, SRS ANEEERARNIES
HZ R, S, AENERFHXXASEENRSE, BT RABEREARIEM
A€, F=&, Unicode ZHIMT . Unicode @ —MFHFHLINE, SN
ALFABEREREFNFFRE—NE—HNEFIRR, FEITEVIREBER—F
RIDAIEZIE S SLF ., Unicode &)Y UTF-16 LR HEIN, BERHEEESH
UTF-8 FrEXLf.,

2 American Standard Code for Information Interchange, EE{EE B #irAERES
SEHAKIE, UTF-8 —Ff Unicode fYEMAESIIN, BT Unicode FFF4RATATTEA AL BAIEH
FPHER




=R HRAE A
RFELFE, BAEH—MTMERRER(xe)HMRA, WTE"

),

F—MERERIBIIT RGB ERTX AR ., RGB EH=MUAR, &M
El# 0-255 Z[8)°, MBRANX, =/ MERRBINFDAELE, &, EES, BX
—MPeRLIEGER, BESIFMBENHE. b (255, 255, 255) 2
HE&, (128, 0, 128) REE,

{5 A3 ) R 7 AL AR
IR, hRE—KE AR, TE

A Sequence of
Video Frames

Blob of connected pixels

~.
~-

4 https://en.wikipedia.org/wiki/Pixel#/media/File:Pixel-example.png
SRI—FWRERTHAN, WE 11 ;T

6 W HIE S Red, Green, Blue

7 https://www.researchgate.net/figure/A-video-is-a-sequence-of-images-called-frames-Each-
frame-is-a-two-dimensional-grid-of_fig2_281719202



£ B Z R H R 0

BEREERI T YER (RATEZRITHN), B, RAMEFZE—M
Ko AR EE—RIN SR XETUARFERR, MTES

Sound Waveform

Any point on this waveform can be represented by a number.

i )=-K iy

TTENFEEMEAL, bit° (Binary Digit) F Byte M NERILA ., 1bit FE
—R TR HIER, T8 A bit HiE 1 4> Byte, TEI"&AFMRETRT Ef]ZBEAI%
:

bit

—~—
110(1]1]010|0 |1
_ —— _
Byte

S X ETT PPT 58 7 TWAEM

SRR, —EBNNPXEARER, FEASRE

e

" https://www.greenteksolutionsllc.com/blog/how-many-bits-does-1-byte-have, & F HIEH

10



@ HHHFRIE: A4 1byte = 8bit?

HIEBZ BN AR ASCI FBIE? ELARNFHEBR LT HNARES.
A, BZDANTHEBARRTETNFT R’ BTSN HFIHRAF 150
PAIERE, PTRISFn L ZHSIE, B 2" #EF AR, 52, nfuUmTiHS
BT IMFRIR 2" DN d . REANNTRIL, — DN\ EE, F2° =
256 FHEFI, T PUHE ASCH RBERIEE ., Frid, AfIEXT Byte XMEBEAL, £
%< 8 | bit,

AEMBMNZ E, RFMBMRRAETRNOEE S12RA[E D 1024 &

Bfr FHE

Kilobyte (KB) 210 = 1024 Bytes

Megabyte (MB) 229 = 1,048,576 Bytes
Gigabyte (GB) 239 =1,073,741,824 Bytes
Terabyte (TB) 249 =1,099,511,627,766 Bytes

®1’1H1tl‘7ﬁiﬁ: AR BMDb

RLFAE— Lt T EZITEM Kb, Gb KM EA, XHAFEEA/NBigH
7! BE, BMEMAKRERNB, {5k Byte, /NG b, Xk bit,

@ HHERIE: B4R 1024 {57

wEYIES, Tk (km) Ak (m) ZENHRERTEEIN 1000 Z#HT, EAh
1000 & 10 FR A5, E_#FIpgtHRG, BA1ER—MEIEE 1024=2"10 #
TizE ., XHRITERFEEEEMAE,

ZXF ASCH B3R, “EEHFIERXKNEFE, BFHS, UREMEHFR

11




FERTRE IR A (transfen) B, FHABE BEMHZEL bit WEERE=EE
1% J& (transfer speed), 1T 3:

B aX

bps (bits per second) HM{EEH bit WEE
Kbps (Kilobits per second) HIMEHAE Kb NEE
Mbps (Megabits per second) HIMEHE Mb & E
Gbps (Gigabits per second) HIMEHAE Gb NHE

@ HEHERE: MEREIRES D?

Bk, BE2—F, BEXREI0Z! FX, T30 F Mbps, MAZFHH
MB/s., FAZIRE ZIRVE? Mbps fFEMZEIEHAY Megabit £1&, 1 MB/s 15
G EHAY MegaByte 18, &4 8 > bit 4 1 4> Byte, Firl) 8 > Megabit
A1 MegaByte, XHFHE TR, WERAZE 4MB/s ME, BTIEESLE. A~
B—IRELEHELEA

B BEHT A

12



Input/Output(l/O) Device s wiss

X BB A (input) T i (cutput (F 2B ITEVMEARINGE . IATRIRSZET
7 PPTV AR K Ay N i & KX H 1 ORI

XX H 3
Keyboard B

Mouse FRAR

GPS SIREMNAR S
Scanners EEEN
Digital cameras FHE

Touch Screen (1/0)'

fiER (RRmAREhERERE)

Sensors

R

USB flash drives (I/0)

U (ERRAREHERHRT)

Microphone

ZrR

IR SRAGSI 2 T 72 PPTochiR I iyt 1528 B o SO

EX H3C

Screen/Monitor ErFE/ENSE (M REERELRE)
Printer FTENHL

Speakers HE

Robotic arm VB AF=E

Drive Units: Hard disk (1/0)

HaiEs (MERAREhERTRE)

“ TR BT PPT 2 10 TU4& M
'S Input/Output, i N/
TN ETT PPT 3 10 TU4A M

13




Storage #4x

MWVTFERRBETE, ANE—AEIREAHERELNAR. 15, &F
HIENFHEAREZZ NS AR EBFFE(internal storage), FMERFEAiE (external
storage), Fl=fFfE(cloud storage), ATFHPE——NA.

A &B 17 ik

NERFFE, ETEYVIASFEEEN AR, TEFRMEN. —MEEAVIH
fE#(HDD, Hard Disk Drive), —#h2{5# FHE 7218 #(SSD, Solid State Drive), 4

A TE MR

B A RE R AR RE 728
TRERTVWEZEESERZZ BXEL:
L3 YIMEE R BN TR
ri& £ MB A ALL SSDEE 2 10 £ B
h#E FEEBH % SSD 1 3 1= BYED
BE RABETIA 4TB™ BE AT 512 GB
EE HERE HERR
3= BHARENES b 2=y
o] £ BIEREYE, SXENPIETEE ToESNERE, FE AN

7 https://upload.wikimedia.org/wikipedia/commons/1/1a/2023_Dysk_SSD_Patriot_P210_2TB.jpg
'8 https://en.wikipedia.org/wiki/Hard_disk_drive#/media/File:2019_Rozebrane_dyski_twarde.jpg

PR EBHEIRILRE, BENRENEZENHNLR
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VMESMESEESEMRESR, RMTLUERRR, KRB ELHER
MR, BE, RINBEFTEMELENXHFFREESERZE (0 Windows &
Zhiy C HARGHASG XS, BERESER), BABERSESHEERE
FRANXHREYHERSE (WBEE, FIRHSE).

: HEHERE: BREVEREWWFHIE?
Y0 {a] H) BT EE X FE A2 HDD 3£ 2 SSD? +F Windows &%, R i%{E
Windows & +R &, FTHE{T1E, #A dfrgui 7420 %E, FTA#EHRAED:
=~/ Run X

——  Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: [dfrgui| v

Cancel Browse...

LS

BEEE Mediatype —#=, BIIHREHERESR:

By Optimize Drives = X

You can optimize your drives to help your computer run more efficiently, or analyze them to find out if they need to be
optimized. Only drives on or connected to your computer are shown.

Status
X ;|
Drive Media type Last analyzed oro...  Current status
N (C) Solid state drive 1/4/2025 10:40 PM OK (0 days since last retrim)

== File (F:)
== Program (G:)

Hard disk drive
Hard disk drive

1/4/2025 10:38 PM OK (0% fragmented)
1/4/2025 10:39 PM OK (0% fragmented)

() Advanced View

Analyze ‘ythimize
Scheduled optimization
On % Change settings
Drives are being analyzed on a scheduled cadence and optimized as needed.
Frequency: Weekly
Close

15




SNER AT

SNERTFERIE NS Z A, B IMEYIMAE £ (external hard drive), {EHEIXEIZSHE
#(portable SSD), U #(USB flash drive)3. SMFFHEEHEELESTHR B
id USB I OZREER.

=17
=frfE, HEMRATE, E—MPIMIFHENTRN. FEBE NS IHRT
ks £ REAMGERE, Roty BN EXAFSMmALE.

®1’1H1tl‘7ﬁiﬁ: Az=f, ERIMEEERENR?

ABEMERT, ENERFEHMTRIRNOXGE. TRNENTXNERM, =
EEMMIMEERZEN

ZRENEXHERFHEEIZET. KRE2Y AT NG ITRER AR, F
B ADZE, MOLES.

£ AMEE R R EN B EEIH LR NOEIEENZBaEED . ZFRNFL
UMM BCHEEEE S ZBNEE.

@ HALRIE: VHERFFE?

M—HAY, ERTHIMEENEMES, FHFEXE!
BWESEYRMA:

https://www.bilibili.com/video/BV1gg41117S8
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Inside the computer sgmszm

17

T th(motherboard), MZEX, BIHENTIZAMRBY. HTENFHRNEE
HEER EELEEIRE, MTE

CPU

HE4FERR{NLEIRBECCPU BT, CPU (Central Processing Unit, =iy
A3IERR) BITENMZD, BRETEYVINFEESG. B, TELELA
CPU F Intel. =i@A AMD?', TNE®?RE7RT Intel ATH—FK CPU:

O3FR BT PPT 8 17 TLAM

A3 EIT PPT 58 18 WA, IR CPU T th BREFH =&, LHAERATHHEHM KR
H4hTE =S

23R EIT PPT 8 21 TLAM

17



CPU ] |44 ALU (Arithmetic and Logic Unit, B ARKZiEE5T) 1 CU
(ControlUnit, #&#l#£5T), FEHFITEVHHEFHiTE(calculation)T5,
CPUM TIEREFTES H=F:

4 N\ 4 N\ 4
(MRAMM) _
s AT HATIES
ERIRN (Decode) (Execute)
(Fetch instructions)
. J \\ J .

EJWE&IE?:HEJ% Microsoft Word 55 XA, KAENERNEEZITEE R,
PIRZFRR M, 287 CPU BEMBEHMES (task), AT #F7Z ES (multiple tasks)
4b38, CPU T] LR Z M %ilrcore) . BMUUDEEF—M KRR, ZNKIN
JUERLGERAENTES, HFEAREXES,

@ HHERE: TARER?

CPU IR RIREHAWE? —MES? LNz’ S —MIEFERMR
7 H3L, CPURIEREBELERTXEZE. LU TE2ERLCEESFRIEN
CPU 154

C XK )
ov ax, 123 s B 123 A AX
2dd ax, 456 ; 1§ 456 H0E AX &
v bx, ax ; B AX BERER BX

FRARDIE 123 71 456 AANEAMFRT TER. RUESERF LRARBE R
NLEL, BHENNSYZAHMET, ,H_'D]E/]E—J—l_%i KRR EEERXLE
B EIESEM. AEXFRETH, XEESTERFEM T #HFIF I, 1L CPU %
BUARTE X B ACRO R AL — ] XA

1011100001111011 00000000 00000101 11001000 00000001 10001001 11000001

18




HEHFRIE: FBY CPU 2JLixmM?

XF Windows £%t, [ERf#&{E Windows & +R &, IHiz1TiE, @A
taskmgr 2R %, FTAESEERE O, X s Performance->CPU, 7
B L oEhR, EFRIEREEI:

) - 0o x
A5 Task Manager
= Performance Eo Run new task
Processes
e CcPU -
i Intel(R) Core(TM) i7-10700 CPU @ 2.90GHz
| Performance M % Utilization 100%
—
“@  Startup apps .
P Disk O (F: G)
Oa HDD
&5 Users 0%
Change graph to > e Overall utilization
i=  Details Disk 1 (C) Show kernel times
SSD
d Graph summary view
{:E Services _p &
View >
Ethernet
Copy Ctrl+C
111
J | \
| - u
60 seconds -
Utilization ~ Speed 2.90 GHz
x 2% 154 GHz !
Processes  Threads  Handles < 16
229 3733 106810 V e
L 512KB
Up time 20M8
@ Settings 0:06:21:57 160 MB

MEFT S MRORFIBE, B S EERARE CPUHE S

) - o X
&5 Task Manager
= Performance B3 Run new task
BP  Processes
CPU CPU .
" 29% 1.09 GHz Intel(R) Core(TM) i7-10700 CPU @ 2.90GHz
| e Mo % Utilization over 60 seconds 100%
. Memo
@ App history - l:y N
[ 54/1596Bw@0%
I }""\ A \" ‘L‘ A
<% Startup apps Disk 0 (F: G) AN AA A~ S VUM Y .
o HDD
> Users 0% ’ H
\ | L
= Details Disk 1 (C) Ao ML AL M
SSD
& Senvices I I
Ethernet Al J"L_._‘A‘ o M A
LK 2
S: 0 R: 0 Kbps
Wi-Fi Il |
::LI;HI AL A M Au‘L - A# ez | iS=n
S: 0 R: 0Kbps
Utilization ~ Speed 2.90 GHz
GPUO 2%  1.09 GHz !
v eForceR. 2
hhoawmt 0% (31°0) Processes Threads  Handles rs: 16
229 Enabled
512Ke
Up time ) 20MB
@ Settings 0:06:22:18 L3 cache 16.0MB

CPU HYR & (speed)BH H GHz (F3kifF) T (EEFHEER).
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@ HHHERTE: GHz REIMRBMIB? At AR FREE CPU HEE?

HANL CPU LBHNES AR EME—1TNES. Wk, BIRER—1HE,
Bal—R, CPUBiff—L45<% . GHz RTMNERXNMHENME, Tl—=
¥, 2 CPU RYRSPPEE (clock speed) . FTlX, BEMRMSH) CPU MHEEETE
HLSE

GPU

WMRIREFH BT, A GPU BEL AT, GPU (Graphics Processing
Unit, EIC4bIERS) TEMNFRBRMERIZE, GPU HhthHHLLT RAM i7F
R, REFREE S NEERNHEREE.

@ A RE: RNFERITELE

WRIUE—BE TN —BA/NFELEFMEFE, RIANDESERE? XENMER
Wit. MREMR—EFRD O, BAEELELR. TRMREM 100 &
10 IARINECETE . R ER? BERZ/NFE, MNTU T, SARARR
— B E B AY[E),

EITEYF, GPUIMNRMBMERZ/ NFENAE., CBEFHTNNERD,

BEEERT AR R EHE RAES . CPURRIE LA, BESMNBREREA.
TR ELABEATEAEHENEE, XMNEHRE GPUNBR M.

ROM

FRERXFRALY, EREEAMETACETHEMN? MAR—HRERXHNE
FIrraefF? Xpi:2 ROM (Read Only Memory, RELTFi#RE) H9TNS . AEMNE
WAEFHIER, ROM RHEUIRER S BRABA, ZEATHTEMNER (B
ARENBE), FHERITIIE, ROM EFERMNENBIUCKEEN. A
ETRRER, ITRUERZXADARGZEANEFAIH ROM FHY,

RAM

RAM (Random Access Memory, [EHl{FfE=s) tLIUEEZETAEF. BRFAE
EHEZTHER HEUEERFEIXE., RAM 2—F5 k4 (volatile)FFiE=S,
XERE HREWEBER, RAM FHHESSIER. 52, RAM HEHEHNES
E Bt (temporary)£iE .

20




: ftHkRIE: BT AEHR RAM? EEAEFHD?
RAM B HUE{THEFEIENLT, MBEERFWEEFEIRNLTT. AH4AE

£ RAM IR? FARAFMERILFRZZ(g

& RAM BYIRBUR ZELIE R &

RE9Z, oTIMIE CPU B PR A IEEE .

Buying a computer s—zag

BMELF I 7 AN BN ETES, BNIXBEAEB—NEENEKE? B
RN B 52 T S LM BV I B, X ERNHH#T—EARE, IE
R—IE, MRENBEEGIEEAE, B RREH R EHAEE 2019 F

i#_??l%a\% o

For a student

8th Generation Intel® Core™ i7-8550U Processor (8MB Cache, up to
4.0 GHz)

Windows 10

RAM: 16GB, DDR4, 2400MHz

256GB M.2 PCle NVMe Solid State Drive

15.6-inch FHD (1920 x 1080) Anti-glare LED-Backlit Display
FANBMIMEERAS, TEFTRALEXHIE (FrlEXE
WFEE). Fitt, CPU TEFEAMZEMN U LEEMNART]. U K Ultra-
Low Power (FBRINFE), AEBRRIRMHT ERMEM. Windows &
FINNRIERGE, REFEHSERE.

For design & animation students

e CPU: Intel Xeon W

e Graphics: AMD Vega 56, Vega 64

e RAM: 32GB, 64GB

e Storage: 1TB SSD

e Connectivity: Ethernet, 802.11ac Wi-Fi

e Dimensions (WxD xH): 65x20.3x51.6cm

o HTEIRITHEIFEIRINAY CPU F GPU MH8E, FTIXR AN B,
AEFTHETHEMERNEE, BFRFER 1TBSSD,

For small business

e CPU: Intel Core™i7-8700T (6 Cores/12MB/12T/up to 4.0GHz/35W)
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e System: supports Windows 10/Linux

e RAM:8GB

e SSD: 256 GB

o WTFIEHz:, ALEA (MWEESXABH Peler) THERIEFE Linux
R4, £ CPU JTHE, T EREREISERR Power Optimized (INFEMLL
k), TRREFNHEREERTE.

For gaming

e CPU: Intel Core i7-9700K - Intel Core i9-9900K

e Graphics: Nvidia GeForce RTX 2080 - RTX 2080 Ti

e RAM: 32GB

e Storage: 480GB M.2 SSD/2TB HDD

o EMIH TN T CPUMERRS. UK ERER CPU 3k Unlocked for
Overclocking (#H{#E3N), BME e T ULERBAIMEE. T
GPU, 1%#¥ RTX 2080 &g/~ . TEfFETIE, SSD FEFHELRX
£, HDD FTH ML B F R S 1

@?JHJJ:I?H%: “WHEFEIRIENERE?
RETRERIL T, ABEMEEE LMERL NEF XM, RITESINA RE
R ETRE, BIEREIATXIE:

GFNAFEZL? "

“16G(B)WJ, NET? "

KA/ FHHI256G(B),
MEBFEFE T RE? REASWIC WIEE BN NE, BEXEEE A
FHMETRAFHEOTNAZIE -
ATEEEL, BRARS—HER STRE M NBEE WEEHSXE

Fiv
&E o
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: ARG : “RFEX TSR ?
X2 Igor BIANE NIRRT HIEEE
SIREHRFAUE, BEHE—EFA. SREREERRFESZ BB,
/i “ERFVNAFEX (BAXERNFENZ RAM), R HEEXRER
HREXEZR, RUBSEMA/REE, EIMARYT IARXABEB Gt/
AR, FEEIRFM/A FHURARSEM RAM B R/NEX! 7
RAM R{REF T i=fTH N AREEE. Bk, RAM B/ VRE T T URERHZETTS D

MR, MFYRGEIE—RKR. FURGETIEMN CPUMNRERX, W
RFEREAYIEN RAM HIIREREDHT —ENXR,
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Questions %3

1. Which one would be the rate of data transfer through the Internet?
A.100.3 KB
B.57.5ms
C.10.2MB
D. 86.4 Mbps

2. Where the data can be temporarily stored?
A. Read Only Memory
B. SSD
C. Random Access Memory
D. HDD

3. Which of the following can be both internal and external storage?
A. USB Flash Drives
B. External Hard Drives
C. Cloud Storage
D. Solid State Drives

4. Which one is the processing device?
A. Sound Chip(:tx /)
B. Microphone
C. Touch Screen
D. Sensor

5. Two main parts of CPU are:
A. Decoding and Executing Unit
B. Arithmetic Logic Unit and Control Unit
C. ROM and RAM
D. Sound Chip and Computing Unit

6. CPU read instructions from:
A. ROM
B. RAM
C.SSD
D. HDD

24



7. CPU speed is measured by which unit:
A.m/s
B. Hz
C.GHz
D. Gbps

Match the following:

(1) Input (2) Processing (3) Execute (4) Storage (5 Fetch (6 Output (7)
Decode

Basic functions of all computers:

Basic steps performed by CPU:

A. CPU: i7-8550U
Processor (8MB Cache,
1. For students up to 4.0 GHz) |
Windows 10 | RAM:
16GB | 256GB SSD

B. CPU: i7-8700T |
supports Windows/
Linux, 8 GB RAM, 256
GB SSD

2. For designing

C. CPU: Intel Core i7-
9700K| GPU: Nvidia
GeForce RTX 2080 Ti |
RAM: 32GB | Storage:
480GB M.2 SSD/2TB
HDD

3. For small business

D. CPU: Intel Xeon W |

Graphics: AMD Vega 56

| RAM: 32GB | Storage:
1TB SSD

4. For gaming

25



Answers

Ipx
A

Multiple choice:
1.D, WE 12 T,
2.C, W% 2071,

3.D, ABC #BA5MNERFEAE, SSD o] UATAEGFME, ol UEAEELE
7SHES (portable SSD) £,

4.A, BD HIANRE, CEREMANREHEWHKRE, AF chip—id,
AR A TR IR,

5.B, MZE 18 T1,

6.B, ME 18 T1,

7.C, WE19T1,
Matching:

Basic functions of all computers: (1), @), ®©), 4, 5 6 71

Basic steps performed by CPU: 5), 7), 3, UL 18 T1,

1.A, 2.D, 3.B, 4.C, W% 21 TIHME 22 T,
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Vocabularies =i

15 BX Pk
input LN 6
processing 438 6
output nlan 6
storage yeir 6
hardware 1 6
software Y 6
operating system, OS BRIER % 6
application, APP N HER 6
programming software Iz 6
decimal —+ 3 7
binary i 7
character b/ 8
pixel BRER 9
transfer (BB = 12
transfer speed (IR IEHE E 12
internal storage R ER MG 14
external storage INERTEAE 14
cloud storage =17 E 14
hard disk drive, HDD AR 14
solid state drive, SDD B SR 14
external hard drive SNFANARAE 16
portable SSD EERNESEE 16
USB flash drive U# 16
motherboard FiR 17
central processing unit, CPU i IR RS 17
arithmetic and logic unit, ALU HARZIEEETT 18
control unit, CU = H BT 18
calculation (CPU #1791 TE (5 18
fetch instructions REIES 18
decode fRID(35<2) 18
execute WIT(FER) 18
task x5 18

27



multiple tasks

core

*clock speed

graphics processing unit, GPU
read-only memory, ROM
random access memory, RAM
volatile

temporary

chip

LTS (AhIE)
U

A i &
E AL TR RS
REFE=R
BiskyIREm A=
ZES LS
e B

Py

28
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What s the Internet? smm=4>

B EEM (Internet) N2 5 4/ (World Wide Web, WWW), H Ef W2 ISz
(physical) ZFM K IZFEAM I —KEEMM", B EESEIZBEME" H
‘W —tE, MAENEET ERMEHENEMIRS, thandkt(email), RIE&
fl(instant messaging)®®, =& X {f{£%i(file transfer services),

BEXM B SE

HEtME#iRT ARPANET (Advanced Research Projects Agency Network,
SEMRITRENE, FIEM), XEXEERIBELSKTH—IMMRIE, 8§
EME—N T UERITEZERATENBIINE—XmER P mRAMmIEE
RNAEN . XBE, BEMBHN—HF XEHKRESR, NEBELEEAEH
T, #EiEL, BEANERE—MER, 2FRE, mE—MMEERT EMAS
EMHEART ., PIT2 1970 F4X ARPANET 7EEE Y5> E>:

- MIT-MAC
MOFFETT=LBL " cca
B BBN
® .‘ " FINCC
HAWAII ) 5 WS<@HARVARD
STANFORD| (/@7 S XEROX N
NFORR| @ UTYMSHARE P ABERDEEN
FNWC
> )
S8 S
D

: HEHERIE: EBKN KRR iZ = RFF IR AY?
HEREATHORR, AR 40 Eh RS,

NEFHHR T UBI EHAERRE, RYRBEIXT
HEEEE T YA

https://www.bilibili.com/video/BV1Yf4y1B7tg

B HMBEFR S, ERBERNJLFEREX TR UL E
24 https://en.wikipedia.org/wiki/ARPANET#/media/File:Arpanet_in_the_1970s.png
> IR E AR IR Ry EIEARE, IXP A
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RS EERKN? EREE

BERMBTHEMRZAMNEESR, B8 IMNETEHZEaTEN. B, X
BEMA. P18, BERTEGHERN, EREMETHMAEA! B2 —XX
FF, A SFEARYATHE — R ML (Tier! Network), BRZHAIMETBEEL
WXE—RME, NTE® —RMEZTXTUBAD AR, ZRNE, KL
EEZIERMAS, R RAIEmM L

Tier 3 Network Tier 3 Network
(multi-homed ISP) (single homed ISF)

e

Internet users
(business, consumers, etc)

ISP

B ISP 2 4AEE? ISP £ Internet Service Provider (B ExMBRSHEN )
MBS, ISP YLEIHE, B6, HEFZHNRZERE (FlgREERAMNZ
[BIEYJE4E), R EBXMAYIERE AR AT BE.

AR 2 3 BB Y

BELESR, BB BN ALK (social media), T8 FiFXk(play
games), YEH B (news), TH¥)(shopping), H{THIF(research)TF, AL
Pt F BLEX M #4718 & 1® 1A (Voice Over IP, VOIP)”,

®XfRz#IT PPT 55 4 TUA
7 ESNE IR0 Skype, EMUTEAMHIEEIA
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How does the Internet work? =wsmum s

HEMRAESIC L —ZENAR, EITEVH, —ﬂiﬁu FIME R ETHE
ﬁ%%ﬂ&_ﬂi Eiﬂfr]tbzel_$$ FR B HHEEIN = Eﬁﬂi‘tl_ Zi1_$D£zWio &

FEHIENTTRERE, H4(wired) ﬁﬁ%tﬁﬂ%” T %k (wireless)RIEH
Bf i (radio wave). UK (microwave), Z]%Mz&(line-of-sight infrared)#1 T 2 @1fl
(satellite communication) & AR B 7 f@—LE LA,

<:>mﬂﬁﬁ AR5 A O E 6

BRRPAXE—IHZNFEA, Tﬂf%ﬁ%%hte FEARET . B—FA
BEXMHE AR FHMEBRIZER (F Hmmﬁmmyﬁﬁﬁﬁéiﬁt¢m“
§IZ IBM £ieA), EEEHEIE, EETEERSMERLNEBEN,

RRLI SN O] ISR BB E 2. B 3 EAY— /N USE AR A(UEFR METTL—
R, RO DR g EmA M TRENE:

https://www.bilibili.com/video/BV1GG4y1M7ud

WRIRMET UM, RERILIINEH—A—AB . KL hoR. fRa] I
BREMATRH 1, KA 0, SfehBd X7 ZHH MR izmEdE.

R BRI

B8, /] (electricity) &% : ﬁ%ﬂ%%ﬁmmmwwm ERTERENES, Fn
EERRYNEFTENIR TGN AE, EFAEEIEEER.

Jt(light)fZ%: JE&F(fibre optic cable)iB{5. MICHYIRIR Lt e R T
(XBRIERIIEZ), HNAZSZ a1 tﬁLGoﬁﬁﬁw%wm%)
HIESSTEIXARNAE KRG, FRBEKAEE. XHASRICAAN, §

A %5 K 2 E0E, i&éﬁﬂkJ(bM%mE@@,ﬂﬁgﬁﬂ%ﬁ”

PHSLAAREIR, WIFNRASEERAR, HEATHAMRE, KRBT B
12, FLBEARRNE. BEERROPIEINTHN, UBHE
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KAEmORERIR, ERARS, HFERZHREITHIBIR, AT ETE
R, RO DU R —FF CVRINF AL ESTRFIR.

T4 fEhm: ERMEK(frequency) REIRISTHIUL Kk —#H ey 0 F1 1, AIEE
MKk EESE, ERTRNGEE (tl:ilﬂ?kﬂ]El%_&._/ﬁﬂPﬁH%E’\J WIFI)

ElAhe 45 S

@ HEHERE: BHRMTA?

#(broadband) (FRS5 TXwEREXS) fE— VKR EN (permanent), &
WM EERE, NEFERANENLT, WL, REWIF, EEERTE. BELERE
B, BRI EME - AR NS EZTRREFINS T, FAEH
TREKIRENTFE.

=0
I,

@ HHERIE: EEBER

HEEGNERHT, PERNNEEELHEEHEAE FELERSERARE
KAER P E2ESHRE. BRUEFER, SpaceX HTHI StarLink T H E# 5| A
EH. HBREHEETHPENAKEDE M ERERHRTIEABNSEMNERS,
SEAMA EENARMSENERKMRS . E5EARBE, Starlink AT
EMEEZY 6000 Fi, EEIKE 120 MEFTE T RS (REFETE), #E
NS AR E ] I TUE 8K B>,

PRIZATRERA, EERRANPBLEXAEH, UBHE

% https://www.gettyimages.com/detail/photo/connectors-royalty-free-image/147706848

31 https://loebytxey.blob.core.windows.net/vkd1finfwb/different-types-fiber-optic-cables.html
32 https://x.com/elonmusk/status/1874997897571561472
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R HRNRE

MBLERMBITHR, BRENETERHEE — BROBRAEATIRTLR
HEHAEMT, . ROMEET. BLAAHASWER? Mk 0T
B b TRMETAL

1. # 5(bandwidth): g E—FERERATINERNEEZ. A, —F5EH
EMNHRME, FRREREX, TUETRRRASEABNEE, HET
Eit FENTT BN ERE. SHEZE(data transfer rate)$5 12— E 8]
HRFRERNEIEE URESRABIFRBRITNERNE. wRMEHER
HERLLR (bps), UEHY BBMEHSES,

2. EjR (latency): ZFIEEIMIREIE & (source device)** #1755 K 1% & (requesting
device)*FTREMAS[E), BEMEY (ms) ABRAKEE, LRME, MEH
HRe

@ HALRIE: EERRMPHESEZMBERFNFRALXIEN? 7 ? 157
AN B IT PPT 55 14 T, RERIK:

Everything on the internet whether words, images, videos, emails all use ones
and zeroes, being delivered by electrical pulses.

Electrical pulses? H fk#1? Everything? 4| BU EN%*|
KA ERIEIPRZRES, SERNNERAMTSY, RTREEEDKN.

BUAX BRI LB M P BRER S MR, kX —#t
M Ewm=.

BHEE 1 BFEREN

¥ R IEBIRAIRE

® FINEURAILZ

LT Jason FYFE AIE, AIUKRFINENURMRZIR . &KX1FH EN 1 BUBUEN,
(@it AT REBERTFET MR, YFBAM N 2k x "BU" +"EN" k e NB, TR

E, ZMHEN, HEREAMA 2k +1) X "BU"+"EN" k e NA, RTEE, ZMH BUEN)
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Internet Working Protocols =emzems
BEEMESKSEER SR THZMNES, R EXE—1NSE—09s 7Y
(protocol), HFARBMITENKNERABHMES RN, BH4AENERAE(E,
RAESELRT AT

TCP - Transmission Control Protocol

TCP M X AZBEFITMNY, HABWN—REUETHEXE. ERET—NME
B (message)tN{T# T2 NI EE B (packet) KX H X, #WIEREHENA
ik, HANE, B BEMAZIXAESEHEIRE TCP MNirERD A EE
EBBEHE. Tommy A Lt{ER PowerPoint Fl{E T —iKkiEEAIRRE:

DATA

Package 1 Package 2 Package 3 P4
P2 P4 P1 P3 _—

18uueyn

P3 P1 P4 P2 —_—

—

Package 1 Package 2 Package 3 P4

DATA

IP - Internet Protocol

TCP EX T E4CHEIR, A aMENENH A XHMEEIPRESET,
BN EENMEREENEOEEEHE —ME— MR, MWETEENEE . X
Fisz IP H#udlk (IPaddress) , IPHilEE—EHEHER () PROEE.

540 220.181.112.244%, XEZ2BEEEMAY IP itz —. BeHm RN EaEF,
ME7T B, REiggiamE, BrREROTEFTR:

YXBRLE, IPHURAERRRMNE PHTHENE, ERTRAESR, NBIE
% Itk IP TJ BE BT (8] [ RS AR IR AR E), IXABIER T A&

35



B 2R TCP MUF D AN EBIRE T HE S En B KAy IP ik, MR
ENMBREEEEHIRFTER, Rk (originator)* o] EHRAEIZEIRE.

IPv4 5 IPv6

220.181.112.244 gt 22— IPv4 #htilt . IPv4 bk Ay 32 T — &I EeR k. (UL IP
MtdEe > 54 11011100.10110101.01110000.11110100, {RO] IUEH—EE R
& 32 1), IPv4A BRG] PR R 40 {24 1P thllt, ERXNMIFHEIAEE
RERT! FRAMIKAT IPve RS, H 128 fi —#tHIE4AmM. XIEMHT 340
F12124Z (340 undecillion, B 340 [FHEERE 66 M=) Nttt NiZz9%BH 7T
I ERIENE

<:>ﬂﬁﬁﬁ:$¥ﬁW%IﬁW&EW!“

WHAT IS YOUR ADDRESS? = 173.168.16.11

Servers and Clients sz e

HEEES, BRMNLEWERSI'XMNE, tbEgksss. BAT42R
SaRRY REE% WA THME—SI1TEY, AHMEBEN _EAITENIRER
%o EBAFTHEXRAE, BAOFINREBRSHERRSRFTER,

HE) MG, AR 238X T8 (web browser) KB T fF AL 7E Mk AR 5528 45
TE {432 RS TR X (resource file), FHiEILE TUHE B~ H K,

% originator #1 source device 4 [E X 2k

40 https://www.reddit.com/r/MrRobot/comments/78oxer/when_someone_asking_you_your_
adress/, Lt AEHFH—ID

TIEERSWL, SN SIHEETARE, UBAAE
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@ PEALRIE: ARSSREKIRTE?

INFHMERNFBERRSEE, REEFNENE—E8HE—RBEEFHNHERK. H
58, BRESTUSHVN, o MRIEE .. RBIFAME, AFRIMTENXNE
TE, mNE—8RE:E (WEVNELIENIR—, ERNIZREVIZETRE
THNE):

%))

¢ e

UE—=TNEEFEKR, REI—HPZRMNMIEH esp32 FFAMR o] UEN— &8
HO W TR 55352

42 https://www.amazon.com/-/zh_TW/DIYmall-DEVKIT-ESP32-WROOM-32-ESP-32S-
Arduino/dp/B084KWNMM4
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& Fim(client)iEBLERBIIRS w7, MIRBUAR MRS HITEN, MR
HEHPRERM, thamREaR.

@ HEAERIE : IRIER BT AN ERR?

RN R ) 2% ) Ve g8 ? 3607 & Fk? AJK? Edge? IE? Safari? Opera? 3[R
FX—#ZRFERAONXESS Chrome (BRI ERT), Firefox (AN,
Safari 1 IE&*, JtAXAUL? EAiEIN 360 X RFFERNRMGT & “BEWH
RN SRR HSLEEE T Chrome B9%, RO UBRERAF T — N EHEKF
BIUE, 360 F EEERE T LR T EYhE N T B SR,

IRy Edge NYTRRA T ERZFIEZIHM IE X[ MILLE, —FHRERRBEE
WFHY EdgeHTML5 5%, BR2IFFEARREEMENE. REEREB I EFEIHN
A TINIHERE Edge MR AR, B T2 Chrome fJW4R. BEfS, Edge
X iEes TR E %@ 7 Chrome BYAH, WA EA Chrome fEAH A%,

B iy —® UP BR7T NIEMHRAKNAFER, iI£% 7 E MimRIBERNHE,
EE—HAMSRHER T IE §9785% M Chrome HIERE. TENRANEREELE
B9, Mz MRMERENSZS. YouTube FHBTHEIENISBIRLEIERS
Bl #HR T XEBSE (BEEWHAT):

DI N

IE AEiEE I KR = T # Chrome

HENERAUCRA:

https://www.bilibili.com/video/BV1D5411M7zs
https://www.bilibili.com/video/BV1vx411E7Mb
https://www.youtube.com/playlist?list=PL-RpAexkhr74x5r9wuU-aWyhlZIRLBwXt
https://www.bilibili.com/video/BV1u3wNeZEUM

BXBEANEM, MAETIENHEEMN
“OEFRERERE T AIIHERM Chromium R, TE
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Domain Names or URLS #5704

HH—% UNSW TR %4, REZHFEDENEMN. T2, Hilk—ARtb4=#
FHE R ={ZH CRMNMIEIRSSE IP it AE), ZiI3EE, RAET ML
AR =AY Z 18.154.132.52, FRHEHMAR T X EFH . THEIKZEHE I
&, HtEEBER— XEEANET . ITEVEKERET, m&KIIA
KEKFEHABR. FTRATE T H % 5 % (Domain Name System, DNS), X%
FrR{E A& & FERYIE % (domain name)

LRTEN TEAR P A\ www.unsw.edu.au B, X/ 5Za33%ZE] DNS fR%#8.
DNS ARS8 Z 18 ERE 2~ 55 RN 5 25X ME 2 3T R A 1P i =
18.154.132.52, TN EaETpRX M Htl, HRAENITEMHE XK.

@#Jthtl?ﬁlﬁ At 4TI 1P HUFTARFFM25?

RIS FIZE) T UNSW Wubfy IP Hitlk, AT 24 R7E N 58 25t HE A= 4 A\ B,
PRERIX N A EFHRE T Ao

< O M A Notsecure | 18.154.132.52

403 ERROR

The request could not be satisfied.

Bad request. We can't connect to the server for this app or website at this time. There might be too much traffic or a
configuration error. Try again later, or contact the app or website owner.

If you provide content to customers through CloudFront. you can find steps to troubleshoot and help prevent this error by
reviewing the CloudFront documentation.

Generated by cloudfront (CloudFront)
Request ID: d5m_vvBOy3tmRGboBKtD1LRnLIzelTzEfGESX3GApHV7fNwID7h8YQ==

XFARTXANMWuEfR S/ IP HibisE AT (BATsER). FXLE, X
b EJZIJJL_L‘IIPi’@inEIﬂJ MIEA RS, E]RETREFRTER, Muh
RESaRELBERBT IP #UNFERIEK,
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URL HYZH Y

M, FARSEHE URL (Universal Resource Locator, Zi—FIBEEMNTT), 2
FAVARMNIENERATR, BEBU TSR HRY:

https://www.library.unsw.edu.au/study/about-unsw-library/opening-hours

HH, SREEX

B8 XY B R

TR F

RS au

R R (TRER)
% AR ERRADHR A1 RS (domain code), EAIETE:

.com BTEEr
.gov BT BUFHAS
.org BTIEEFAHAR
.edu BTHENS
.net HATRERER

RS IAEERR 5 b ABFEAANT . 8k -edu 7 .gov R REE AT HB R
HRFE .

Rtz SN ERES BCRERAE, e

.ch China, qjiﬁk%'f%ﬁgl

au Australia, SRR TV # K55
.br Brazil, B2

it ltaly, EAF

Routers and WWW sz 5 54
74 £ %

BEMNEBERZE/NMEHER, EEEa(routen)EEFRFTY 7T BRAMIER.
BT DU EUEE R E RN #ITERE, MMmeER EEARREMNEER
(MRFBLEMNTHE A ETZRE, a2 — Y Peler HEIRBEESE AR

B A BT #T B BU/R K% Foundation B ERECEBM N N B ITEE 6 T, #4717 BIFEAIE.
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Fiz%y, M G25 SEEAN G42 Fk, RELLMNRAMIHERR). B )
AHPOTHERRNMNEIYL, FHREMZZ BT E,

KA IEAREE X PHBEM(LAN) GEET REFH, BRFRE)
BENEEM,

B4EMS HTTP
TN ZIEREBE M faas1h e a5, BRI &M TTAEX RS .

LREN Ees SRESRHTEE, KRNI, EMEENBILMUZ HTTP
(Hyper Text Transfer Protocol, BN AEHTHN) . & s RS e &% GET
(BRE) "EKIKENTUE, BRS=%IR[ENZUHEAYRAD,

@ HHHE R : HTTP RS

E—ANHEHERIE R IR EZE A P Hilb5E) T UNSW MsGHBR SR8, BSEIM
HRINALEE—NAKR 403, XRFARZEMR? 403 2 HTTP RS, *or
& ek SEH HTTP 355K 3E48 ., HTTP JIRZSAL Ak FRom HTTP i KRADIRAS., &
MNEEXEIILAN 404 h2—NIEFERHMH HTTP RS, RTRBREIEER
BB FIHIERKINEIE. R HTTP BRI T, A HTTP ARZSHABELZ 200,

AHERERBAUWED N Eartits, REEAT, SEZENFAE
http, 72 https, XX ZEAMEER? https o] DIERRA http secure, ZEH
http, PZ&3 biesi@id TLS (Transport Layer Security, FHEZ ) SR
SHRHANTREEENSRAKNERS [N FIEP (digital certificate), AR
UE(verify) RS589 54, ILBNMIREMR S, XFE https,

IR—MuEfEFRYZE https, FPARBEE ] B — P HIRIRE H I ML
=, KERZXITMuEREER, MTE:

- @ O G Google X  +

< O @ (5 | https://www.google.com
RORSBETAESERSUNE (RBE—SER), FUREE

A @ [D B Welcome to nginx! e +

& @] A A Not secure 124.222.31.129
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@ hHALRIE: TCP RNE2@AMENIE? HTTP 71 TLS 215?

HTTP &7 7 TCP 2 £, TCP 2 REMN, HREIEEEREWIRFIEIL, HTTP
N MBI, FA TCP KT M TR RMIE R L% . M TLS 2EHED
W, MEMEEHEE. XHMFLTCP MET S —HEELEREFEHE, LR
Z5 (IPHbdE) . M HTTP AUE TERIAER, LR GET B RIE A ERIFF L,

RARER—AY TLS MEBA, BENATHTINE, FREEHT.

Creating Web Pages sizmn

M TIE HTML (Hyper Text Markup Language, B X A#RrICIES) #0 CSS
(Cascading Style Sheets) BE&FFRFRMN -
HTML BB EENRITE—1, e 7T BRNEAEMIER. §/LNT

JIANEF? RERBELE? M CSS 7 HTML Frii ZMERFEHNEM 373
. WMEEMTAREN? REMEME? TEY4EFERT HTML 1 CSS X

“® LA ARIE A HTTP 153Kk
47 https://www.pinterest.com/pin/789326272178096075
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HHHtRE: EEMNTUNAEHE

HREBRT RN B PFIA—IMII, =i F128 (LiABERTTaE
FIEFET FN BM F12 ), BT TAEER. AlkBEASR, RTUES
KTMIINEEMER . XU =FHE A www.bing.com, F{Ta] X1
RPN EMMEE. AREEO0PN—ERRARRERT KD, MRS
BRHNXHASFEEARME. X TIEMILHTER:

S @ O o BE-MoshsE x + - o x
<« C @A Q  www.bing.com Q = - O
& Microsoft Bing B B 0O @ <> cements + - @ X

<IDOCTYPE html> ;
<html lang="zh" dir="1tr">( scroll
P <head> - </head>
+ w <body>
» <style type="text/css">w </style>
® <script type="text/javascript” nonce> s </script>
<link id="as-css-link" rel="stylesheet" crossorigin=
) “anonymous" fetchpriority="low" href="/rp/43Kzj5J1Kj
28 3 B 60GUK-vq91szXaDfw.br.css" type="text/css" as="styl
5 EEAMEREHIZ ¢ SERHIFRN
html  body
Styles Computed Layout  Event Listeners v
= Filter hov s+, @ '
element.style {
}
body {

@ OponAI o

ChatGPT search is now available to everyone on

up required.

WE, FTAFAXEED, i

2 @ O
« C ®

QW - Microsolt #E x 4

Q. wwwbing.com

= Microsoft Bing

* Font 16px "Segoe UI", Arial, Helvetica, sans-serf

M AccessimiuTy

1 RENEEST. 2 &

oviomtlRogT..TY.br.css:1
overflow: » visible;

html, body, a, div, main, span, table, tr, td, (jndex):1
: ctrana 1l Al 13 h1 h? h2 n {index):1 »

| — no sign
Console Issues  Autofill (o=

T, {Ea] IUEFEM IR HTML L8

- o X

Gl - O

@ O QA <> cements + ® X

aec3tad799e%22&form=HPNN@1" data- .

%% Elements 1%

4 WTEEEIAER

h="ID=HpApp,27953.1" target="_bla
s nk" title="BRIE2EMEFETE"> .
<span class=" tob_index_red">1
</span>
<span class="tob_title">WpIG2%s
TSR/ span>
» <div class="tob_tag" >« </div>
702 3 </a>
5 BEADERSEAZ ¢ SENHI0FEY D R R AV ACYOOVACYAOYD
html  body
Styles  Computed Layout Event Listeners v
= Filter thov .cls  +, 9 ]

[ ® OpenAl &
OpenAl

ChatGPT search is now available to everyone on chatgpt
up required.

REAEFATIR, E£E -ZRER,

element.style {
}

0 HETEHEY body {

oviomtlRogT..TY.br.css:1
overflow: » visible;

}
html, body, a, div, main, span, table, tr, td, (indey):1
" ctrona 1l Al 13 k1l h? h2 n dinnut £ —
n— no sign .
Console Issues  Autofill =)

o] B EI W L& T R X N A ALRD
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2 ® D o ER-MowchuE x [+ - o x

€ C R O neyobigon )
B MicrosoftBing st @k . . D 3P 0 @ < cemens + - @ X
<!DOCTYPE html> ;
P <style type="text/css"> w. </style>
P <script type="text/javascript" nonce> .. </script>
<link id="as-css-link" rel="stylesheet" crossorigin="anonymous"
fetchpriority="low" href="/rp/43Kzj5J1Kj60GUK-vq91szXaDfu.br.css"
type="text/css" as="style"> -
html ~head
Styles Computed Layout Event Listeners DOM Breakpoints v
= Filter hov cls -, g @ '
element.style {
}
head {

user agent stylesheet
display: none;

Inherited from html

Console Issues  Autofill o]

HEIAAEFER <head>—12 (XEJNE CSS RE8), ¥, ~ 7 DEL Mk

S @ O b ensirgeom = | - o x

BR Microsoft

Q. mewbingcom a

G @ O <Eements + - ® X

o | :
. <!DOCTYPE html> N
I n <html lang="zh" dir="1tr"> scroll
«+ w <body data-bm="14">
60365nctco

28331,

i b <style type="text/css">wm </style>
IS P <script type="text/javascript” nonce> s
</seript>

as-css-1ink" rel="styleshee:

e @ ummesss crossorigin="anonymous" fetchpriority="1low"
ﬁ . href="/rp/43Kz35J1Kj68GUK-vq91szXaDfu.br.css"
aa html ~ body

INIFRS Styles Computed Layout Event Listeners v
Microsoft 365

= Qutiack = thov .cls N

e Filter + @ |

» el element.style {

= OneNote }

- Sway

= QneDrive body { user agent stylesheet

188 display: block;

margin: » 8px;
}

o7 Console Issues  Autofill =]
0

MEFFREEMTI%kZE CSS T BT, o[l CSS ER

2 @ O o #E-Mesrss x [+ - 0 x

« C A & nttps//enbing.com A a

& Microsoft Bing

o

BHARENTRR
WEHLRERAGE?

RuhFiEE, WMIRE T BIR, BRI —XMIRSHRHZI T
HTML 55, BRI A MO EREEE T .
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Questions %3

1.When you send data through fibre optic cables, data is sent as:
A. Radio signal
B. Microwave
C. Light pulses
D. Electrical signals

2. What does latency mean in the prospect of the Internet?
A. the amount of data that transferred through the Internet
B. the time taken for data from source to requesting device
C. the amount of data that can be simultaneously transferred
D. an Internet user’s delay in replying to a message

3. What is the Internet?
A. Physical connection between networks and computers
B. The WWW, World Wide Web
C. All wireless networks
D. Wireless networks and wired networks

4. Which two domain code are still being used properly?
A..comand .org
B. .edu and .gov
C. .org and .net
D. .info and .top

5. Aweb browser is also called:
A. a server
B. arouter
C. achannel
D. aclient

6. TCP is a standard controlling how:
A. messages are broken into pieces, sent and received.
B. data transferred in binary form.
C. web browser communicate with servers.
D. messages are sent by electric pulses.
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7. Which device below acts like a traffic manager on the Internet,
connect each network and ensure the data goes the right way?
A. Router
B. Server
C. Fibre Optic Cable
D. TCP/IP

Match the following:

(A HTTP (2)CSS (3 TCP/IP (4 TLS (5)HTML (6 DNS (7) URL

Two main technologies to create a website:

system search IP addresses of servers by domain names, which
enables us to use

controlled how data being transferred through the Internet,
enhance its safety, while is the standard that being used
when web browsers communicate with servers.

Judge each statement:

1. Everything on the internet, whether words, images, videos, emails all use

ones and zeroes, being delivered by electrical pulses. ()
2. The Internet is controlled by no one. ()
3. Http is safer than https. ( )

4. When you type an URL in a web browser, the browser translates it into IP
address and then visits the server. ()

5. Using fibre optic cables is the fastest way of transferring data. ()
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Answers

Multiple choice:

1.C, ZEs3
2.B, MES3
3.A, UE3
4.B, E 4
5.D, MZE3
6.A, IZE3
7.A, NE A4
Matching:

Two main technologies to create a website: (5), 2 OR©2), ), ILZ 42 11,

(6 system search IP addresses of servers by domain names, which enables

N
=
o

(6)] (0] o o
o o o o

S
=
o

Iy
A

p=)
o

ustouse (), M 39 T,

(3 controlled how data being transferred through the Internet, @)
enhance its safety, while (1) is the standard that being used when web
browsers communicate with servers, Jl2 35 TIF15 41 T1,

Judging:
1. x, W& 34
2.V, D& 31
3. x, ME M
4.V, I 39
5.V, L& 33

PR TS E AYHERE R I
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@ PHALRIE: = DNS fRF eGR4 IP it g ?

A BN R E R R oy P il BRENRY AL, lgor FELHT —1
WREF AR (BRREMNIEEHRR, XREHRTEE 7.5 HMXN):

It’s true because the browser
will do it with the dns help

< < < <

Hahaha
It's a fantastic explanation

| will put this direct in the book

Igor Fantini: It’s true because the
browser will do it with the dns help

thanks haha

¢
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Vocabularies =i

15 BX Pk
Internet BB 30
world wide web, WWW Paki: AT 30
physical IWsCA Ay 30
email (BB F) R 44 30
instant messaging FILnpERAIN 30
file transfer service N AL 30
tier1 network — 2R 2% 31
Internet service provider, ISP BEIMBEREIRER 31
social media AR 31
voice over IP, VOIP 1EZ®ih 31
wired B4 32
wireless Tc 2% 32
radio wave S 32
microwave UK 32
line-of-sight infrared ALY 32
satellite communication B EEI 32
electricity =Ryl 32
coaxial cable [=) %4 E8 45 32
light 3¢ 32
fibre optic cable A 32
light pulse JE Rk 32
frequency TN 33
broadband ks 33
permanent KHEEN 33
bandwidth EoN 33
data transfer rate () EHE X 34
latency FEIR 34
source device TR 34
requesting device THRKIEE 34
protocol 17135 35
message =B 35
packet RS 35
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Internet protocol, IP

IP address

originator

server

web browser

resource file

client

domain name system, DNS
domain name

universal resource locator, URL
domain code

router

*LAN

hyper text transfer protocol,
HTTP
*GET

transport layer security, TLS
digital certificate
verify

hyper text markup language,
HTML
cascading style sheets, CSS

IP (R %)
IP Hb3f
BRI &
AR5 =%
P45 S 7
TR A
& P
BRRS
%

g 1k
e
B FH AR
BiE k]

N 2

HTTP FRERIE
R R R =ML

HFIUEP
Bk

BXARIRCIES

FEFIE
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35
35
36
36
36
36
38
39
39
40
40
40
41
41

41
41
41
41
42
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Internet for Research s mrasrms:
BEM T BEXENEEUERBI®HITEATR, ERE:

> BMNE4AEBEXMEE2EH, IE, EE’
> BNEABTIAXMEE2&MAIVE?

> BAVEAHEXFRBENERRETUATEANR?

AERNBAXERNORNR, BRI, XENAFTEERER LRI,
MIRB R EZNEFEE

IX3
X

Audience =

RE—NABNZARFEE PN EEETHOETTE, BARBRERARZAR
5. BAER, TARIERAT ARNARE. (ZF) FE—BRBYAHE
'—:_148.
R, I TH, BRANEHENERBEIR L RRUBEELTL. RAMCEEERA
a KRR

, RER ENEEERNEARTE TRIE?
1 mlﬂéé?ﬁ‘l‘ﬂ%ﬂ%? SRR G .
RRKEEEL AER? EMNFHAN, "
MICEATIRERAME— P REPEZRAEE, BwRE2R: ENBRZREZ, HATR
Y. "
AR XEEEZRHR, SIELMEHEEILK.

ARXBEXFH, KAAR—MRKAZ, HFREIIHAHE, M CEE—
BREYEFER . ATRRNERE, OEEHARELNYIEMR, fet—
PMEUBRNER. SRIEEZAMANBENZMNE LERESN, TR
EREMABR, BRABTHIRZEAFZAB RS

TERTRET —LEELNRABRTRBEEANERR, FRAENERDERR:

© (=) E—MRHAR, FHK
© XN ETT PPT % 5 T
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. Substantial
Academic Popular
. News/General . Newspapers
Article Type Journals Interest Magazines
Researchers, A general but A general A general
students, educated and well- | readership of non- | audience with an
specialists who read audience specialists interest in the
Intended are peers of the news
audience contributors

@ HEHEERTE: Substantial News 24?2

Substantial News (EEHEHLHAMHE) BIERETEEMMZWIAETER
R, BEDSENAK, TUSRFETH~EERPWHES. BREML. EX
XUHHER. XEXFENFR/RAZEEER. ARBEXRZ, BNZREFRS
HOEME.

: htHEiRiE: Generalinterest 2+ A47?

Generalinterest (J7iZX¢il) FEMEARBNBHNFEASAS. XEKXAFTEBE
WREBREFEPLTRBAENER, B8, BR. BFE. BFE. RT. £

R. IE%. STV ETHEAEEL, TEZXBHRNETEMER, #HE
MR REFAEENF K.

oS, ME—AWEERRITTR T INER — M EE L. (b, ME—1 3%
WEI &, RELAEMNYE, HEGETEE-MHRTE, TTEEEWN
uho LESh, FATE T OB IS s AR e Rt HIBTE 2 B AF AR M.

0 KEXEH Tommy 124
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Authority g

AT AGBREEANEAS ERUERMNITERFIEFLL, mBELARILERNE
. BIRMEE—TUAT=NEF:

RIBEREZ R OEFRH/RE LR 1885 FIREMICIZRTHILZ EIR, £IZ—FF
ZHERE, BMNBEAMLRRIARANEMNIERS.

‘BUBEHAR, FEBLTESER. BNEAHREHZES, REMA -

K, RIZ—MEKIZAE, WNMELLEARIE, 127 =M8KIBT. BE=MEXILIRIBME?
PR I B EE 7.

B—NMRE5IRT M ERENMRER, HEREPTINNHRE, LR HE
BOE, B—MEIETEEXABEHFARTFEENAEERGELAENESR
BR, BENEREERTHE, BRABATE EREREHANEER &
BEER. B=MATENT —Max, AT P ATEERAELL, SB1TiH A
T—PEE, FrROEAENERMER . MR—DEIME RS AREYS X
i, BEAEIAIMEMRZEESHEINAIYE, NRBNETFEREED
EEEH. ¥TXMA, BRAAMBEROZN. FARBEBWEREELEED
DIRXTPAZEM, EREFAEMNMBSFRMBONS. BAMRZEMEIZEILZ,
EHEZ R EBEERN, TEHNBNSRBEMEML R, RAXTEERS
BENAVKERAEFFEXNMEFNLFRL, ESRFACHNE.

EZERARFPHERLUN LA SN EEMNETZ] . REIFNXEXRAESUT
NAE:

1. fE&(author), REHEXGUH/ATA(recognized)iy & K

2. {EEFrERIYID(affiliation), [EHHXTIHIA T (recognized)i & Wi
RV

3. BiflfEE (correspondence), WXBXEZEMNARERNT

TEPIRMET — MR 067

' X EIT PPT % 6 10
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Published between: YYYY and YYYY

A group decision making framework based on neutrosophic VIKOR approach
for e-government website evaluation

Article type: Research Article
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Abstract: Since the emergence of digital revolution, many governments have sought to use the
internet for the benefits of communication and information easiness to present public services. Due to
citizen’s consciousness of internet, the online public services have increased rapidly. Allowing citizens

@ HALRIE: HARBITIEE?
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55




Peer Review gra=
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Sortby Relevance ~ — Scientific Journal of Astana IT University.
- Astana IT University, issuing body.
=

S=Mor-Suitarr=rstana [T University; 2000-
& PEERREVIEWED | OPEN ACCESS
Full text online Check online access (Coverage: From 2020)

Availability ~

Peer-reviewed journals [

S

OpenAccess [& 2 Journal ”
Business & IT (Prague, Czech Republic)
Ceskeé vysoké uceni technické v Praze. Katedra ekonomiky a fizeni ve stavebnictvi, issuing body.

Resource types A Lo ghnical University; 2011
g PEER REVIEWED OPEN ACCESS
Journals (988) [

Check online access (Coverage: From 2011)

Physical items  [&

17
=

Dates v

: 3] I | » @
Topics v [ Journal ¢

P ‘ |.T. magazine (Toronto, Ont.)
Libraries v J Toronto: Maclean-Hunter; 1993-1994 )
Earlier title: Canadian datasystems; Later title: Info Canada
Electronic collections v Check online access (Coverage: 1988-1994)
Featured collections v
& J | LU

ourna
Human IT : tidskrift for studier av IT ur ett humanvetenskapligt

perspektiv. Library
Centrum fér studier av IT ur ett humanvetenskapligt perspektiv. Chat
Boras, Sweden : Centrum for studier av IT ur ett humanvetenskapligt perspektiv; 1997-

Languages v

17
=

New records v

Objectivity zumi

RAERNETNMEBUR T EE LTIt (unbiased argument) 9BE 1. TRILAIE
PP EBEREEZELBNEBNAR T AEHITINE, MAZXEPARREY
g, MREFBEXEPRETBCHIARL, FTERHEHPEIMALER.

%3 |gor 1 IX2— T-shirt
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Tl — W uE R E B 2 B E X A M55 9 54 (motive)—— L H 2 X F ik [
i, EMTRRIIE-LEEUNENER, EXFLEEATHLER.

BB R NHEAATE, BAENEATHEERERETHNER. R
m, ZBIEMNE, BFITEFRENNE KRBTSR —HEN/RKEM
NARER, REXEELSTREFANIVERDN, EfTERREMESR
FWR, XNTFARMEERIMPENRREXER. (REEVBNMIEILX
EN =)

Currency syt

NFRERNAKRG, HHMIEFTEE. tbiH KR (technology) A A A M3,
RMYE ERRBERET 5 Frl, BEMNTEESLZEEIN*T,

@ HEHERE: ITHRBEZIR?

KA/ NFRFLEAT Android ¥ A (Bi=/E Android &% £ AR
%), HANTAFERLR Java®, EELE C++, L¥HEHELE, Kotlin
EEFHEN Java AER. Bl THI=EN, Kotin X FEEZMEL, FHix
BU—MNELA5EARBREEENT .

MNFREGE (WREFHE), 5 FRHNABTAERAZIN . FREME—
HEERAZR (REELEEIETT), MERRPESSHEY MR
AR, BizEBRE EFRNTRMR.

URL st

AT PUBE MU T — AR AR R EATEARGD R, fl, BES
H .gov H .edu ERHIMIAB T HHEL

5 R4 inaccurate and irrelevant, [t E{LEIE
S HEBIBSNER, TRH, TRER
®BEAFENRID, SEE 2 EHXED
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A, PAFTERER AIBFEFEREWNEN, JEAZZHEBAE—
JIHE, ﬁﬁLhT?«ETﬁE’ﬁﬁE DSz YA N3 i,ﬁ%fﬁiﬁl}\ﬁ/\ﬂﬁ
A RAPmAEAT. B, RRXENERETE, BEEREER
B, DFERIFHH IL,\E, @E%&Hﬂﬁ%;ﬁtﬁﬁﬁ?ﬁéﬁﬂ’\]ﬁ%o (XEZH
BMBOXKRIG)

DOI

HE I RERRFF (Digital Object Identifier System, DOI) B—F7E“$F ML -
RAFNR = TTEY . 550 URL ANE, HBXABREFRAESNAT,
URL Bt A E R, ENgEksr, M DOl N2t % %5 (object) & & FFRIR,
SHENRNEBATHTHE, FHBEREFER (BIERIEX4H URL ),
DOl th AR& ), FAIARRIEFATSEFHTHI URL),

EH—Muh3cE DOI, FZE [ DOI JFAH149(DOI Registration Agency) B 1F,
FH X fF—>K % F(one-off cost), BEIH ZAEMAN, 120 Airiti, Crossref
FAEEM (CNKI) %,

£/ DOI T ATT{EH S| A EHFEARIR, HFERFRA REBIREL LR FFTN
R, RBHEAZARTEHR ZXMH.

Reliability s
BB — 1N EAFEATRER, BAXDMIGAAT NG o] EHIKIE.
WIKI

WIKI ZHEEMN E AR EEMTROARENERMR, BERAERINEEER
W2 WIKI B9—F, BT o8 7&K {E B (misinformation), WIKI FfIABRAR

BMATEARN. EMERENECHR, RIFELROREE

© © D O widpedaTenthingsyoumayno x

<« C a B p——

‘We do not expect you to trust us

Itis in the nature of an open collaboration and work-in-progress like Wikipedia that quality may

subject beyond Wikipedia. Helpful external links are also O Large

Further information Wikipedia General disclaimer O sincara

S FEE: http://www.doi.org/10DEC99_presentation/fag.html#1.1
%8 https://en.wikipedia.org/wiki/Wikipedia:Ten_things_you_may_not_know_about_Wikipedia
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@ HHAE: XENRER!

B %) GTX690 BERHIITHABIENIAR, BERBAERMNEIRAKAZE
T, ANAEERTEEAR (ZHNHNET, BRTEEHER):

HATH

K AR
2= R EREERN ERMESERRARE 2 EA. RERT—ENTH, REWATRE
{REER. BARREASFENTAR. 81 RARBE SRS TR SRS R RS

, BXEEEREHER. SR RSO AR S, | —RETE R — BB

EMzAE, HARINFERZ XTENFEARMIR, RNHERGEEH WK
TR BRIENRRISE, TERERETCARKAENRGE

HLEXLROEMY
L L
A R EEHOOBRARZEFH
» — & SR AT LA HE SR
* — B AR S} BF

(XEFARRAERT)

B2, WK HFA2XHEFFARANE. FF WK NSEFRFERPTHEX
MEARR, UERRTHEEMNIEX, TRIEA—MREFNESR.

52K WIKI [k i Z B Y J§ Wikipedia, E4£BIF Investopedia, Astro-
Databank, MEFENEEER.
BE

B Blog) JIXAEAMALR (HMNERMEBACHERT = MEEMN, E=Z
TRSIMNIEBREBERHETE), 88 AR, #E, 95, MER IR, &
EHHRZBEE RN THRENTFENDAXE, BEREIENZRERE
M.
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Questions %3

1. Which of the following is the academic structure of an article:
A. Introduction, Body paragraph, Conclusion
B. Title, Heading, Text
C. Cover page, Table of Contents, Contents
D. Abstract, Literature review, Methodology, Results of findings,
Conclusion, Reference

2. Which of the following tells you that the article has been peer
reviewed?
A. The website contains little advertisement
B. The website is well-designed
C. It has a peer-reviewed symbol next to the title of the article
D. The URL of the website ends with .edu

3. Evaluate an article by verifying its author(s). What is it called?
A. Accuracy
B. Authority
C. Currency
D. Objectivity

4.Peer reviewed article is:
A. an article that undergoes a formal review by several experts
B. an article that edited by government departments
C. an article that written and reviewed by a famous expert
D. an article that has been discussed with author’s friends

5. Which article is the best to be used in academic research?
A. An article written by famous experts from recognized
institutions
B. An article written by professional students
C. An article that is peer-reviewed
D. An article that is written by your teacher

6. Which of the following is the biggest problem for WiKIs?
A. Grammatical error
B. Misinformation
C. lllegal information
D. Sensitive topic
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7. Who would be the most suitable audience for a scholarly journal
article?
A. The author
B. A General, well-educated readership
C. A specialistin the field who want to acquire more knowledge
D. A General readership that is interested in news and hot topics

8. When doing academic writing, can WIKIs be considered as a helpful
resource?

A. Yes, but only used as a starting point for further research and
reference.

B. No, because there is plenty of misinformation on WIKIs.

C. Yes, WIKIs are written by famous scholars from recognized
institutions.

D. No, because the information on WIKIs may out-of-date.

9. Which of the following will most inform you of the website’s
accuracy?

A. The author is recognized and from a famous university.

B. The content is free of spelling errors, and is well-written in
academic structure.

C. The website is well-designed for academic purpose.

D. The author is a successful businessman that own his own
company.

10. Which URL is recommended to be used in academic research?

A. https://www.environment.nsw.gov.au/beachmapp/Beaches/
SydneyOceanBeaches

B. https://www.smh.com.au/environment/state-of-the-beaches-
20162017-reporthtml

C. https://www.ellaslist.com.au/articles/is-this-the-most-
polluted-beach-in-sydney

D. https://en.wikipedis.org/wiki/Bondi_Beach
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Extra:

Engineering students are writing a research paper on applications of the latest
technologies in engineering. They have found the following article in Google
Scholar.

Title: Compression Testing of Concrete: Latest Technology

Author(s): R. G. Burg: M. A. Caldarone; G. Detwiler, D. C. Jansen; and T. J. Willems
Publication: Concrete International

Volume: 21 Issue: 8 Date: 8/1/1999

Abstract: Concrete is now available commercially having a compressive strength
approaching 20,000 psi (138 MPa). Researchers predict that even higher strengths can
eventually be achieved without the use of exotic materials, special processing under
high temperatures, or special atmospheres and high casting pressures.

Would you recommend they use this article in this research paper? Why?

62



Answers

S
Multiple choice:
1.D, WZE 5571,
2.C, % 56 71, peer-reviewed symbol #5 nmn o
3.B, EE 54711,
4.A, DLE 56 71,
5.C, L% 56 1,
6.B, Jl% 58 T,
7.C, % 53 T,
8.A, L% 59 1,
9.B, L% 55 T,

10.A, W57 71, EXERBEHBZRERH gov mi o] U ABUFMES.

Extra:
One possible version: No, because the article is out-of-date.

WE 57 71, FAMNBMRRFHORE, EEXBRIE 1999 £5M.
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Vocabularies =i

b BX Pk
audience o iN 52
authority R 54
author =5 54
recognized NIANEY, TATTHY 54
affiliation Fir IEAN44 54
correspondence BIES 54
accuracy M 55
peer review E{TEE 56
objectivity A 56
unbiased argument TR I 56
motive ML 57
currency B R M 57
technology B 57
digital object identifier system, @ £ & ERIRFF 58
DOI

object R 58
DOI registration agency DOI SF A4 58
one-off cost —XMHEHR 58
reliability o] &M 58
misinformation BEER 58
blog i 59
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Security and Privacy
L& FFRFA




Cybersecurity and Crime w24 552

fEE BBMAY AR, MZEIEIE(cyber crime) AR MIMKE R, RIE (18
) ZEEIE, £ 2019 F, B 25% KERER H(malware) X £rATTL,
ERRVFRAVEE EF+77 200%, *°

: HitHE A% : Kangaroo did a really bad job|
REERTE:

according to Forbes magazine, Apr 29, 2019, ‘2.5% of all malware targets
financial services, and credit card fraud is up 200%’.

BRI XN EEAMAR, 2.5%thAZE— P RIZANGEFN, tLIBHISZ
T TREREX-REKRARET . FEXHREERE, mE2E:

Cybercrime: 25% Of All Malware Targets Financial Services, Credit Card
Fraud Up 200%

BEREHH - BMNESBEMENEFRROXASE.

RERE, S$PMANSNETLREEFE—BAAXES. £EREA, W0
—PNEROMEEMREERHRIA (NEEFESHEFH(hiack), BAXAD
ERNTERELLER NS IR B

TFTARME R E

REFNED THREZBHREIREMTENRFEHRE T (readable) XX
(BB MELHXT) EE8 (plaintext), FIALLEF], WL E (cyber
security) SEXNME—TA, FIFHTENRZEZHEDHEEASWRERNN

/8] (unauthorised access),
(LT SR

MZEEaMA(cyber privacy) EIEZEMEA L EMNEERD, FSBMNEIANEEL
EEEMEX. FAFV LMK BREFN, ERERMNNOMLLIE? XLEEHES
BIMEAER? BESHEZEENNRAT? MTRERENAIEREHEN

H A m
[

% https://www.forbes.com/sites/zakdoffman/2019/04/29/new-cyber-report-25-of-all-malware-
hits-financial-services-card-fraud-up-200/

* HHERIR T # B BU/R A% Foundation By BRECEH M, REIE
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FIER T K H(abuse) iR’ EERHELH AL ? XL ESNERIAFTEN
RMEEOANE.

C oday il

Oday Jfi(zero-day vulnerability) f§E & = EMITEVI R GRIEB—MUETF &
B 0 REFEIRIER BN, ZE— oday WEEB N ZE, HEESZF X
A oday IR AITEN RS, M S RHEREN T HITHH. X
HEE— oday ImEMNNEEEER, WRBEENOERY IAEXIK.

B ufi R — PN UMARERANR T R SR 7R 0day JFilF:

https://www.bilibili.com/video/BV1uady1z7MH

67




Cybercrime in everyday life sxsmmmmans

EEMEZARD, MELFBEE—KEBESEINEREN —ITAECYVEEZ
ExRAEERNEE. JKfrLt, MELFNEXEREZ. EHETTX
zla, MRERBAVLFEREELHMEILE.

AR

I~ &8 (adware) AR B B EEPRENN—F, HRPNFLERGIE
HE, BETOHA.

\/ﬁ\

70N /TN

WRARHEH T HFHE, BMEBEHMA. BB H(maladvertising) L & ™
EMNZ. BRI SHEBIAERIETRSUEN SRR FSHP 2 EH T
BRMANTA. b, RNBERERE TR RERL Rt ENHRETIR
BREEARERE FTEIZEE. WiHtENTBALZHRBRRE SRR, %
FETEE, BARET BERXRENR|[MEERKAERNIRERK R
2

@ HHERE: 360 RRBERHHERI?

BT EXHER, BNE-RNE XARE 360 B, RERMGEREE, B
ERABEWRENEA CHENELRE 360 K.

B Ui EN— MR NAT ERRTRAENERHE!

https://www.bilibili.com/video/BV1iQ4y1e7rm

R

EZ MR (malspam)iEMEIL AN RIBISIREAEZSTER, DIFSHFIAE
HIEAEMNERE. XNERBEREMEN S (phishing), XEFEENHESS
FZEI#t & T % (social engineering) iR, BE B HNEERRNEEHEHFR
THERR,
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HELRREI —MEEMHE, BRBEA—DHERERTH—ZPEAMLR
Z, AREERERSBE-LEEENHEXD M. ERITTHBAETNEES
fm, BEMHERDMFE R Steam® IRSA REHTRE. XEMUEE, EH
KN EFFEFARKE Steam BT, ZHEN. WREKSEEHALE,
K SHSEER, FERAERE.

::Mﬁﬁﬁ:ﬁﬁ%ﬁﬁlﬁﬁ?
HETIREFRIEEGEERLENERAANCE, FEXBRITHIMENZE

62
/N O

XKW, FrE S ATRERBM TERNT & T UM TES. BRI
WRFREKELIAN/NE, BHACHRIEFK. F—TRTELTE
K17 RAEREIN, SEARAREBEALERNEE, REXIAZFARITRE, &
RERKEMNEZ, XRESEREETIEFNTFRH#TYIE LNRETLE.

MRAH TEFNAEN BRI NROETOT, BEDBATHS SN
Wit. AEBFREEN FRFERFT LTSI RNEFE e, BT EMLR
ZhE—ERE LNARXMENZEER, "HE-LEEENEX & AT
ANRBELE, BiLEREFEEEEE. FA—2ff, XETHSIEFHHN
R %Y (baiting) KEg. FE, ERAMEEMEAETHRITRE-DERNES
mRfE, HFEHRPHMNGEEE EXEEEN. BFIEXHRESADHEERR
ZonEtRE, JURFHNEEIROMNE. XETHS TRFRNMNE
(pretexting) FEt, BIBEME—NIEHRILZEEZNEN . &F, R0
AMERWYR? RESE, BRW T, MERRAICAEIRR Steam K-S, TE5L
THEEX. XReBRAFREE

8] AR

XN BT ERFEIMERELAXT . EHKERR L spyware)th 7T U7
BAVOEBEFZP. HN—Lef UoARTRERTER R LA b R AR
s, BIMSRATXBROEE, Rk, WK N TN TR
fr, ®

o — BT A
%https://zh.wikipedia.org/wiki/%E7%A4%BE%E4%BC%9A%ES%B7%A5%E7%A8%8B%E5%AD %
A6

* #EBEL/R £ X% Foundation FiERECE M MR
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HRUM

R (ransomware)= 8 [F F F15(8] EEHEEPE’\J#(?E BHEAFEIEESFX
1S, IRUEBRIMNOEELEERZ, BE R TV HAR, mHER
HEZNBRFRSEBATE 2017 & WannaCry, JU X EBRER =4 7 o 0me:

Wana DecryptOr 2.0
Ooops, your files have been encrypted!

files will be lost on
502072017 00:47:55

s o
bitcoin
ACCEPTED HERE 12t9YDPgwu'ZSNyMgw5|9p7M8u|r€SMw .

Check Payment

®1’1H1tl‘7ﬁiﬁ: FERESRIC X L 5 iF

BRIANXETHAIEREZ H1E, ERENEHEEEMNENEARBETEANE
k9. AL, MIERESMNAENRE, FEAAET,

HEARHS mal-, ©REN TIE, WEKFEFRSH male —i5, =ISIRHY,
TR, &—LFHEEEMERNENBEELCFTHE 10 maltreatment,
ARt EXMER, ZAE AFRXF, AEFRHINILAYEHE malware

(Z=ZE{E), malicious (EER), malspam (GEEZHRM), maladvertising

CERI &),

ZEEE% -ware, XPHIITREZ K, H hardware (fF{4), software (&R
1), malware ((EE#x{4), adware (J &H&{4, XEH ad =Z advertising 1§
"5) F. TIJ\—IL){I‘ET.Iiﬂ"J* TN, EFKE, -ware KEHEEIER,
EEIEPIET S AREPREASRANRE.

HREE—MREEZEMIE: phishing, JET fishing, ¥, HT&MHMILH
BEREZE, WRFIETH ph bk /f/ 9T, MEHNE—REEEBIR? FH
t. TREEMNAEZIE phone F89 ph HFTERAET —T,

64 https://en.wikipedia.org/wiki/WannaCry ransomware_attack
CHTFHAARSRTIE, NEEINEMERDERATMEBAEAEE, it ERZEARF
e
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Virus ==

JRE(virus)B— BRI MG, H—LEZEA(malicious)FZ F(program) s 75
(code) A, BEHRAAEALRBLE, FEIEAFABNITEN ZE%EHE,
PUAEIIREZERAFRANRITENRSENEN (XRRTRFHXRE) . BE—
NEEAHR S, BNNOITEVIRE Z L (contract)fma . HBH4-H 14
(attachment), %K ETEAICMH, HZEEPEREEZ (scam link), IXF
#REPT??JZE’JT;%E’J (shady)/ i (EXHEXAER, FA2RENSE) &5

BERARENXRE. BT ZENARERREZIN, mELE AT HEFHEZH
#‘Ellxo
AT S

A DS (tojans) 24 ¥ NAH & —FRSHE, ENEFRETHREN
BHTRE AT E REIE: ©

(FT#FREALT)Y, Domenico Tiepolo (1773

HEHERIEPRESNAE, KERSHRMEEN legitimate)i 27, 1L
FEIMENET. REASRE ARE' —EB5 HE —EM, BXRLE]
FAHER. REEN—R, KEITUAT 1%?% BEALGART, BEFEFEA
(FFA) BeMNSEsfa (EFRME) E2Es (817, EPNFEERT
BEX T (EEAX) . ﬁD%T/\E’JEEHmTTE{tE’J—ExHTIEﬂV\]?&%%E’ﬂbbbﬂﬁﬁf?,
BHAEMRERRTRE, MIRAVEMKRTEEZF T DDoS K5, fEHEKL, RAVE
RN LK E ERIHET

%https://zh.wikipedia.org/wiki/%E7%89%B9%E6%B4%9B%E4%BC%8A%E6%IC%AB%EI%AGYs
AC
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@ hEhERIE: 14 DDoS B

B4 B %5 I (D oS, Denial-of-Service attack)2—ME WAINEZ W E T . B
F, WTFIEENIAR, WSS T UER. ERSIEEXFEAEZH, K
RGN ALK, WEESFR. BITMNRMERESBE AT
], ERWMRBEENESER T JLTHR], BETFRERAERBT -
DDoS(Distributed Denial-of-Service attack)ZE B8 5] E il 7 —)> Distributed, ft
RABRELERS WL, ERUTRSBEIADGRSEFRS BN, LMIIER
E RS R & s DoS Wi, MmF A ENHERESH/IREES.

FERRES

ADRSEARAZERDRYE, BREVT EEEILABEREEFERFEREK
177 . miERFEsworms)UARE, UrEbEXmRED, EPrtFstalt. Ehim
SN EFIELRS, EFBERTHNETHENBESEEIBEFH L.
EMNAESHEMERERE, IMEEESMTEY RS

7 https://baike.baidu.com/item/%E8%A0%95%E8%99%AB%E7%97%85%E6%AF%92/4094075
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@ HALRIE: HEZHFT REFHIRRE, ZZHRAFER

RAEREERHZ ZHIRBER LA IRITALRENFE. REREZIH
BHERREE AN, BEIF—KR, BERTRERET—4AM (HE) N8 RiE
HRTHEZZ, —FBEN, FARRERZINBICRETEGFEMNERNER
SKENFANR, m2BHRN— (FRE).

HTJLE, BRI NELZEYMRERRAR T HE 207 BFVRES
F ) Oday ImiERERENE, MK ILEECHAFEE (REZE, RIUA
HEHTLRRE), MEMHRNRE (MRERFERBEERELSEZRTNA) HEE
FARMTS, https://github.com/davinci1010/pinduoduo_backdoor FE A 7 XK
REMHNEMIRIE, https://github.com/davinci01010 3@ ET1 4% 718
XORBAKEIIETE, (WiSEEERT R L)

S&R4EZIR, Google NZIERENABMENHEZ ZHITT TR, 2—&lI2TK
OERMBHRMER . MBNFHEMENEFT XA, ETRINEELEE
B RIVE APP FIEINIE R XM F BME~RER S, K& ERMNEIRE6E
EREEEMEH RN ERTE, XS MR EBAEL T BT 503
BefmX i, BREXABEENANRER. T2 ThiRSERABETR
SFHIALIE, “RONE I EREM, BN —RZELEREERNmM T, WK T .
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Security measures in daily life gz4ammzsmn

BEAEEPINT BT U THEERED B CHEMNERERIHTER:

N ook~ oDdb-=

FARZN (BaXNEFE, #F HRFHEATSE)
A o] BE iz

ZRBRERMG

MEBNEHRZNLEHMNT (security update)

N3 S AR ak {F(pirated software)
=T 12N A A AT B FF AL WIF
EABRPEFAEE (TXSTFEHANA)

ZESNRWIE

BT M PIXEEEFIRHARNE, ZESHIAE(Multi-factor authentication) £ FK
MEEFHINALEREES, EXEEZMEH. thil, REEXRGSEK
REMALERHZBZ GEFEAFVISEMAREEIUERS, ARXITXRIHRAS

e

18 N\ ZE AD BB IE 77 U FREAIIR GG IE (knowledge authentication), & AH
ETRFTAEMNERD. Bl Z5MEF B N3E 1k (possession authentication),

fian,

HIANE R UNSW fIHEXMIERS, ©= B RIERFH 8 AR it

TR ESE:

2014

= Authenticator

R Microsoft
request
sou (or app, and ent IE UNSW
O GitHub
s in your app? Make sure to upgrade t
! i
.
T EBRTE
ox
FHE— JEOTEN. T -

% B8 ;B Tommy 12 £
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S5EBFHNRIEBARNE, AANEKSAgBEREENFIRAHER ME—
—a&bFAHLE, MBI A A FHIFERREIES 5.

4 I (biometric authentication) 14T il 25 F AL IAHRED . JBiT 18560
$1(fingerprint recognition), LM T i(retina scan)E 772, AHIRIT Lt —
SHRBNBEERL,
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Technologies to ensure safety =44

hne

InZ (encryption) @AM —E RAEMRGE . HFENINEEE TEZATTH
1900 HIRE M E REAFFENREXFHTHE ., AF SHMERT, K
Tt APl E T5(Caesar ciphen) #ITE R BRI Z 1k

MEMNEEREZEA—NERKkey), BIRRNE T FERBEMETINE, MEL
MESLRERAERAERIT. ttudllEE, ENIEREDY 26 MFiHE
RIMFFRZAL, A TE®:

A|IB|C|D|E|F

AIB|CI|IDI|E|F
=& Eagsh 7 3% . iR, EXTHD TR T A mMAZERT X,
WRERS:

ﬁABCDEFGHIJKLMNOPQRSTUVWXYZ

gXYZABCDEFGHIJKLMNOPQRSTUVW

B18 Hello INEZ /R E AT Ebiill, FNRABHMERFN MBS ZM@EISE) 3
WA TNIERERX. 318 AXEREMERENER.

: HHHERIE: BEEFR
B 3 FHI—PRIEERAH—TNET U ERA!

https://www.bilibili.com/video/BV1Wv411y7UA

% https://en.wikipedia.org/wiki/Caesar_cipher
70 https://en.wikipedia.org/wiki/Caesar_cipher
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ICEGN=IS

M4 %5 & 5%k (hash algorithm) 2 —Fh 2 (5] 3K £ (one-way function), T2 EEKE
MIXARERABREKENSEFE, AHAREEFE BE AN ERE
O(HEATRE) BERFEREEEXHNAS, XWHRAARTFEMHE
(irreversibility), “BE"GRE—BRAXASH R E——FEHE, B—RIER
TAEBPXHBEFEBHFASHEE. BHREEE 58U M (avalanche
effect), PAXABTMNHNAERSIUEBRFEFECRTEAE:

hello - 2cf24dba5fb0a30e26e83b2ac5b9e29e1b161e5clfa7425€7 ...
Hello - 185f8db32271fe25f561a6fc938b2e264306ec304eda51800 ...
EHREEZBERAIMNARNBEZLEEFER, MUBLERERE. LmBERN

XHEEMY, AREAEEAE, SATERNBREATERRIMNE AR
MEE, REEFZ—HIEHE XREFNEL TESNRBMLE:

Ie @ [ [Y peler|Change user| Djangosite X =+ = o X

| € C @ | A Notsecure | 124.22231.129:8000/admin/accounts/customuser/1/change/ Qlw) Gl -~ O
|

Django administration

Home > Accounts > Users > peler

Start typing to filter...

Change user
ACCOUNTS
| Users + Add peler
| Username: pel
| BOARDS Requ
+ Add
‘ Boards Password: algorithm: pbkdf2_sha256 iterations: 870000 salt: QsVCUG?*"*+*+++++++=** hash:
posts oo B
Reset password
Topics + Add
Raw passwords are not stored, so there is no way to see the user's password.
Personal inf
«
First name; Pel
m Yua
Email address: peler_little_pig@outlook.com

@ Active
hether thic uisar should F e Linelect Aot

v

HAFEEXNHBAEBY, REBM/MEANEDERAGRE F5
RGP R FHERITIEY . EENET ZRAEEH UL EFERERAMEE
(BERAEHTR, HTEATEN, LRI FEENEREEXER) . B
R T —RIRF R R

7 AT B E A SHA-256 B
7 FEEU/R LK% Foundation B ERECEHAS
5| MR E TR E
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Hashing

TN R T
Password attempt in Incorrect
plain text Password
- IR R IEHHY

‘3JaYs’

22195 Ty R FAL IR

Hash Function Passwords
M F BN IUED Stored
Hashes
do not
match
Y / \ i
$230U10i8ii/90JFBAeCXtrXXJadRTai, $2$0rUA0iI900/90JFBAeZZ TtraJadRTai

|

Do Hashes match
exactly?

at MeFS{EY ILE D 1
&, |45 =2, AR

SSL

EE2FR, RNESKLTHET HTTPs A1 TLS, SSL 2 TLS 578, WEELEH
TLS BRfX. SSL BT ARSeRA9/AEE (NHERESP (public key), HIEBH A

#1449 (Certificate Authority, CA)IRH) RIGIERF RIS, IUHRMLEEREAY

e,

VPN

VPN(Virtual Private Network) X #REEFUFAANNZE . {F£F VPN B, {REVE RS

B ITRFIE MY (tunnelling protocol)iZE #£ % VPN fR588. VPN RESBBESHBIR
ESKHY IP M (mask), FFA—MEISMY IP k37 848 N A a5 AR 55 =5
MmA R B us AR S80I B By, a0 TE:

74 https://www.hkcert.org/security-guideline/personal-vpn-security-guideline
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Service Provider

User's IP Address Assigned IP Address

[ l! ; 4 Secure VPN Tunnel . < | EJ
\ & e - A
[ — ‘
Client's Devices A VPN Server h !
( with VPN Client ) ( Service Provider) Internet
oo

Hacker

HEXERNRAIERF VPN fREBZ EAEITE, fRainhEEE
(private tunnel)¥§ 37 ZI ¥ % (drop out), BN —NEE BB, FIAKE:

Bl
B3 K5

[R5 (firewall) T A LE M ER R = BY{E A (penetrate) I & AR M £& (internal
network/intranet){5 B A EE . EFNGE— W1, SHANEEHRITH

&, FHEETRENERE. TR

Ak ERBEHAERIBEREER. 8%, BIINKABHEFZTRESERH KX
5 RIPEENREMLZE, MacOS F Windows R 84 X - th &R 3 B [ K

B, TRE—BRIPBRANNERN, FEEE.

Windows F 8t H B9 R {4 B K3 ) ARty RE{HERR K I

5 https://www.comodo.com/resources/home/how-firewalls-work.php
78 https://www.amazon.com/Firewall-Hardware-OPNsense-Security-Appliance/dp/B09H6YJ9G2
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Hacking szy:=x

FRE(hackenBEERSERUMABRIHENRGHNA. ATETXD, XEA
I i R IE (black hat) BE . BRILZIMER B i (white hat”) B, HIRAE
&% % (ethical hacker), fiIEHKITENHIKEANEFHRPITEN. ET
k., BB THRENNERZTRE TR,

= IR

R 18 % (brute force attack) Kt Z &R & SR —F T X—RE—NITEA
AR TN, BREEDR R,

EIEFHMN IR R/INEE ., —MNERNEBOITERERARIIR

(rainbow table), FIFZRHPEEREMAITEFNERE, XTI AXXED,
RETMUBIVIRAENZH, AMEBMBEXEBNINZETR, MItREE
fR(crack) ENMNE R Z. — A MHENITENRB— D BENENIEH{ETEE

HHBANR . ARNEFE LR NRIBEHT T EXNBIFER, REE
A (saltalgorithm)m @ T B FERZ—.

®?1H1t|‘aﬁiﬁ: mEE*
MRBREZSITIEST LEXEEEHEFE. MIIRAEESRERIETNH
XA VAR EHEL? BHEMESRITER HENRMEZE XX REYLAIN—
LER, g, ARFHRE, BEBRHSEMN S —ERGFeEkR, HET
ElEEX{ER, AEOTES:

Password Hash Salting

Hashing
User Password Salt Added Algorithm Hashed Password + Salt

Apple — AppleyrtZd — C( —>  153107b3a79cc2f18b9526aabbd40c34

N\
yrtZd
\ Password Store

£53107b3a79cc2f718b9526aa6bd40c34

yrtzd

TEREAMEEE! White HAT hacker! TiA~& white hacker!
78 https://cyberhoot.com/cybrary/password-salting/
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DNS 54

DNS Hx 3R (DNS spoofing)Z # [8] A g7 (man-in-the-middle-attack) i§—Ff, B%&
WIS EMNEEZE AR P 1"—DNS BREF7°LUARIFEA B Y. *flzn, BRE
o] i E 2L DNS fRS=f R e B XAy IP #otlk, MR A5 A—14

ERIMEL, AT ES

Attacker

Injects fake
DNS entry
Co— =y
O
- 5 o= A /
O <y
o NS

Client ssuies request Real website

WWW.

Fake website

Request resolves
to fake website

to real website

Sh&

B &Y (identify theft) X T A . RESBEIARBFRTRIAEL, FH
W ITHEERD), MERERSNMRITKAFERETE.

S}

©SXE 2 BHXH
RN, FEARGIERRAEE FRIRS BB BB B BUABIEER
SUEHUIRKO B £, 7 DNS MR, RBEIMIE—1 DNS REBUTHE. NBBAE.

8 https://www.imperva.com/learn/application-security/dns-spoofing
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Social Networking security ssmszse

Z B2 InE

BE4AED, HNUJLFBAFHZME, HNERMMNEZXER, #HITHTE
&, —EEERERGFASNERH#ITINE, Ll Facebook A 5F)* Y
Messenger 314, XX Google 3t Ay Hangouts Bl K2k {4, WhatsApp,

Signal, # iMessage =X{{5 2 #H{TimXIim(end-to-end encryption) Ay N ., tHHL
2, MNEESERNFI LMBEZERAEEE, EXNTFIERZES
e, MMRAEENRIEEERE. BEAN QQ MRIEE M5 WA Z i X i

NE .
REIRE

PAENRO, HERATTHIALEE. RE=MER], FRATHBRAZ
REE(bigdata), FEEERKMNAFMNESL, WERENEBIELETE, FitH
DT EMAEIENNA. Mz, AEdERERTREEENEIEHTY
#r, BEMNEUIBNMEERNEE. AFEEPRELN—FFHEENR
W . RRASEARBIEEZRERFNEEE TR NEFERREN
RAREELBENNAR, DURERFPRRABK.

ERHEFH

= B85k (digitized information) @ K & HE TR EH . IS E— B BNEF
= B {L11 B 2 Google Print Library Project, E¥§ 1500 A AP A4 7 B F AR,
BE4AETR, HEIETENSRNRA, LR MNOEm, FUMEES
#HODEAGEHFHNRE, XRERNNER. XHUIHMITKET MEEFAR

H
Ao

®1’1H1t|‘7ﬁiﬁ: RAANRIERIEARFBISTHER"

Luisvon Ahn & BT WAEWIERS, ATHTAVIRIE. G, thEARiFZI48
WEFHBHFH, ERGPTFEESEXFTEIORG, T2, melET
reCAPTCHA £ &, reCAPTCHA S LHIMAFR BB AANKX, WINZESIEHE
PURRIM S BXFHXLERA . MREAXSHAFALAENER %, AHBIAT
BEMNHBE,

82 I 2 42 5 Meta
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B ui_E A — LR L 1T T 4R

https://www.bilibili.com/video/BV1T54y1v74W

REENHEZHZ

REIES A —TEIRED T FERABEMRER T HHNIHE. REXENFERK
EMP T ESEDNAREREENLFNKURTIUNENE T AT, &F
Weis, REIEREAESE I IXERENHITIITRE, HMESRIT
TEMA.

BEE, MYHPHENRKERETRTRBURLERB. KREEEERTENE
BEREINBEMEASAZENEREREERHEHNDH.

CDHﬂﬁﬁ=i%ﬁWEME?
B 35 L M MIURIRIF I T X FABIBE A — e R .

https://www.bilibili.com/video/BV1nQ4y1q7gD

) 43 B3 AL TR 77

RAFRIPBRRE AR T UARRE AL REB R HI LM (uninvited
surveillance), HIERMAREEE T BIEMEEITE, £ZFMER.

BEMANER, R EHENERN KBRS ORERIARE.
FRE7E 1995 fERLEESL T B4 HRf (gold standard)’, FALUISERRA SN A
HIREE .
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Questions %3

1. Which technique is used by companies to try to avoid hacks?
A. Hashing algorithm
B. Rainbow table
C. Phishing
D. DNS spoofing

2. What is the name of software that shows unwanted “pop-ups”
(3£HE)?
A. Virus
B. Adware
C. Ransomware
D. Worms

3. With regards to using technological devices for communicating and
collecting data, what is meant by the term privacy?

A. The right for companies to store and withhold an individual's
private information without the individual's knowledge.

B. The right of the individual to be free from uninvited surveillance,
governing how data is shared and stored.

C. The right of the individual to freely communicate any
information to anyone or any organization.

D. The right of companies to use spyware to monitor what
employees are doing, ensuring data security.

4. Which is VPN, Virtual Private Network?
A. A network that is private and only used in a company
B. A network that is completely owned by someone
C. A network where information being sent is encrypted
D. A network that uses a tunnelling protocol and the data being
sentis encrypted

5. You received an email from someone who pretends to be a well-
known bank. You are asked to click a link and input some of your
personal information. What is this called?

A. Phishing scam
B. Internet scam
C. DNS spoofing
D. Worm Virus
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6. Which technology uses enormous amounts of information and
transforms it into value?
A. Internet
B. Information Technology
C. Big Data
D. Global Data

7. What is the name given to information security experts who use
their skills and techniques to test and bypass organizations’
Information and Communications Technology (ICT) security to
provide advice as to how should the organization strengthen its
overall security?

A. Hacker

B. Black hat hacker
C. Security hacker
D. Ethical hacker

8. What is the technique that used to find out the password by trying
every possible combination?
A. Hashing algorithm
B. Man-in-the-middle attack
C. Brute force attack
D. Virus

9. Which list contains malware?
A. rainbow table, brute force attack
B. big data, virus
C. trojans, worms
D. malspam, maladvertising

10. When a message is scrambled before sending and unscrambled
after receiving, what is this called?
A. hypertext transfer protocol
B. hashing
C. encryption
D. hacking
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Answers

Iy
A

Multiple choice:

1.A,

=
i
~
N
=

N
W
=
i
o
0o
=)

, 15EE pop-ups —17!

o ol I w
@] > w) w
B oW W W
00 o)) < 00
N 0o 0o w
b= D= =) =

~N
O
=
e
0o
o
=

K T @R HERE R

o
O
S
i
(0 0]
o
=i

9.C,

=
i
N
p=i|

[e]

10.C, scramble EISM®, {EREWLER A B, WA X EEMENE.

@ HtHERTE: 4R ICT security

MREIXEANE, EAERERIT—F. XA—K&H#E, TOO
HARD®! H i FZE 3 St 2 4 =Z Information and Communications
Technology (ICT) security,

ZABT—RHNEE TENEATRIPEFTER. REMMERIMEE
. RERMEAEE. SEEtERAtee NERRE. BURMNER, ST
RESRGNYEME. TEMMITAM. (B ChatGPT £5Y)

HLREBAT, XREETENRZENRE. TERNSKLE—R.

SRR FE D Jason S ZILLRIITIE, €46 A A Ethan Zhu
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Vocabularies =i

b BX Pk
cyber crime X 28 I 58 66
malware TR 66
hijack ¥ 66
readable o] Ay 66
plaintext A (ER 66
cyber security ) 2% 22 4> 66
unauthorized access KELFFNAIIAT) 66
cyber privacy X 28 B FA 66
abuse (£13R) 67
*zero-day vulnerability Oday & 67
adware &R 68
maladvertising L= 68
malspam Y=Y RS 68
phishing L&) & 68
social engineering ST 68
*baiting 3 AR 69
*pretexting b 69
spyware [B] TR R A5 69
ransomware BRI E 70
virus ok 71
malicious EEN 71
program EF 71
code 'T‘%ﬂ 71
contract R (BB iR ) 71
attachment (R 44E) it 44 71
scam link TEMRSE iz 71
shady BIE-3:y 71
trojans AKOmRE 71
legitimate SR 71
*DoS B2 ARSI 72
*DDoS D NIELERS IS 72
worms = iEE 72
security update ZeT 74
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pirated software

multi-factor authentication,
MFA
knowledge authentication

possession authentication
biometric authentication
fingerprint recognition
retina scan

encryption

*Caesar cipher

key

hash algorithm

*one-way function
irreversibility

*avalanche effect

public key

*certificate authority, CA
virtual private network, VPN
tunnelling protocol

mask

private tunnel

drop out

firewall

penetrate

internal network/intranet
hacker

black hat

white hat

ethical hacker

brute force attack
rainbow table

crack

salt algorithm

DNS spoofing
man-in-the-middle-attack
identify theft

#RRER 1

ZESMRILE

FIIRLSIE
FRr B & IE
4 I8 IE
FEEUR 7
NSRSk
ngg

I D
=4
BHEE
B R
ENEIpUA
= EURE

NG

B M A
REHAFAN KR EE

FE B B

(P Hpil)

HhHEE

(REEB)MK

By ok 3%
(EIN

PR 30 o 2%
BE
RIERE)
SLE[EXY
EERK
=& NI R
P AAE S

B
EREE
DNS 115
fE AT
S &5
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end-to-end encryption
big data

digitized information
uninvited surveillance
*gold standard
pop-ups

scramble

ity XoF i I 25
AEIE
SEEF
“TIEEXR"HIEMR
BEIRE

GRS

e
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IT book for classmates

S@REZEMN ITH

Z|Y Foundation BE%, IT RAZ T —IMELFER, XK STE £ Peler B9tFARL, 1R
IMIEfE, BRI IRIR, IRATAE, 12A{EMM! REAXKBEHREFE.

L RBAARERS, B
LZI::BE/]ij)ijEEj]TﬁJ&ﬁ/N'ﬂFEO Z'K:BHQKE\LT PPT %—D%X /J\Xqﬁﬂﬁﬁﬁﬂﬁgiﬁ‘l'%

ﬂﬁ¢%ﬂﬁ WINT ESNAIERE, FEEEBMRE T RKEMR BTAE, —BERBE......
o WHNERHIIBMNYT RAR, HEETHREZHNEFFE. BEEXABT, B2
MR IT ARt HER
ABEEEMTRBEERAR: PENERE, HERZN
—ET BT XAPELT
= |ecture 2: How Computers Work HIBREIEE | R,
= |Lecture 3: The Internet — Ovey

Stz =Nk
= |ecture 4: Website Evaluation KA 2023 BEEN

= Lecture 5: Security and Privacy

Peler, AHEF, kE 2023 %, SELPIEER 2 FI—ZEFRZEE ., 54 Tommy LK
EIIA, MEBREAEVEFEER, Peler NELEFIE N RS EV3 EHRERR, FHNTK
TFREZMHEBNRE. ERREE, hEREMEEFITEEK, FLETEEVAR. L
2%, BEARERNE, REBRIEMARXRNECHMTFIUFEECIEREHE.

Tommy, ABFHAFIZ. XEH 2025 [FEREI, LEWEREESERNBERSE. B TRERT
il“ lgor 5f2Fr, Hlt—AMATUWIE. MNFEFTTEN A EAFIR, =FEZKM Free Basic A
&2 7% Basic RIEVIBGAEIEE TS, B Oler, WARTIE[H, FEEESHKE

jjo BRRERNUTENATY, BRERAREXTY (BEFUF+DFHOENFET). B
Iz, REWRRX, #, MR HITRE. BANSEMRALFEE, SEREECSE
=B,

A$ ((NPRXFHZE) ©PelerYuan, XH CCBY-NC-SA4.0 ¥ 1], {XPRIEFTI AR,
HEATREE.

ABEANTEIERREMSE, HERNVFAREESREMNSRE. ABXATEFLA
&, AxE R RIEHTERN.
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